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7-1 TESA  Approved Position Descriptions 
 

The following 20 position descriptions have been TESA approved by the 
German Government.  These positions were either granted TESA approval on 
their own merit or were “grandfathered” because they were in use on a 
predecessor contract and the original incumbent is still in that position.  It is 
recommended that Offerors use these labor categories and position descriptions 
as much as possible to facilitate maximum TESA approval by the German 
Government.  It is the Contractor’s responsibility to decide whether or not to 
use these position descriptions in their proposal.   
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Senior Antenna Engineering Technician (SAET) 
 
DUTIES: 
 
• Inspects, diagnoses and performs complex maintenance and repairs on critical antenna and 

radio frequency distribution (RFD) subsystems, i.e., line tuners, goniometers, and antenna 
test systems. Performs tests and maintenance on the components of the antenna 
superstructure.  Completes fault isolation and maintenance of all system electronic 
assemblies such as preamplifiers, cables, receivers, demodulators, converters, servo-systems, 
computers, printers, recorders, analog and digital displays, input/output devices, LANs, and 
test equipment.   

• Performs electromagnetic interference/radio frequency interference (EMI/RFI) and 
mitigation studies and makes recommendations for the correction of problems.  

• Evaluates results of calibration databases for all test equipment and assures that periodic and 
scheduled calibration is completed for all test, maintenance, and diagnostic equipment.  
Maintains aircraft warning lights and fixtures, safety systems and lightning protection 
systems. 

• Provides technical documentation and training to soldiers on all system electronic 
assemblies.  

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform QRC/RRC technical support to U.S. forces. 

 
KNOWLEDGE & SKILL REQUIREMENTS: 
 
• An Associates Degree in electronic or software engineering or equivalent military or 

technical school training on similar Department of Defense intelligence systems. 
• Ten years of experience in the maintenance, installation/de-installation, integration, 

engineering and technical support to antenna systems including towers, radomes, support 
structures, controllers, pedestals, cables, connectors and RFD’s. 

• The ability to perform all installation and de-installation technical support tasks of this WS 
pertaining to antenna systems to include but not limited to preventative maintenance, service, 
and unit level maintenance rigging. 

• Ten years of experience in the operation, maintenance and repair of communications and 
intelligence system electronic components, radio frequency and digital systems, and cabling 
systems. 

• Experience working with server configuration, administration and network support. 
• Experience in system maintenance, embedded software and enhancements, analysis and 

testing. 
• Familiar with all federal, state and local OSHA requirements and comparable host nation 

standards. 
• Two years experience working with Windows 95 (or higher) Operating system, with systems 

software applications. 
• The knowledge and capability to connect and identify problems with fiber optics, electrical 

power, grounding, cables and connectors.  
• Knowledge of automated test equipment procedures/techniques, and quality assurance 

practices. 
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Senior Antenna Engineering Technician (SAET), Continued 
 
KNOWLEDGE & SKILL REQUIREMENTS, Continued: 
 

• Experience with EMC and the functional application of EMI/RFI analysis and mitigation 
programs. 

• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
 



Current Position Descriptions 
(For information purposes only) 

Page 3 of 102 Pages 

Operations Specialist (OS) 

 
DUTIES: 
 
• Provide analytical and operational support for unique, one of kind, tactical and strategic 

mission intelligence systems. Analytical products support a range of functions including 
operational scenarios, development of deployment scenarios, site assessments, and 
vulnerability assessments, concepts of operation and feasibility assessments. 

• Through analysis of complex system integration requirements identify mission vulnerability 
targets and develop multiple scenarios to resolve all mission threats. Perform mission 
planning and projections to anticipate future resource requirements to counter identified 
threats. 

• Prepares detailed studies, reports, and briefings. 
• Develop documentation to support objectives in support of external agencies and INSCOM 

Commanders. 
• Translate analytical results into effective briefing(s). 
• Brief senior officials and counterparts from other organizations. 
• Analyze operational availability of strategic and tactical intelligence assets. Develop briefing 

reports that depict a clear assessment of each systems availability. 
• Maintain mission status on assigned tactical and strategic systems. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform QRC/RRC technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor’s degree from an accredited college or university with a major or concentration 

in Business, Engineering, Physics, Computer Science, Mathematics, or equivalent technical 
experience. 

• Ten years experience of operational and/or research intelligence and electronic warfare 
systems.  

• Ability to research, analyze, and recommend solutions to nonstandard problems. 
 
• Thorough knowledge of SIGINT system principles, concepts, methodology, and 

understanding of how it supports military operations. 
• Knowledge of the U.S. SIGINT directive (USSID) system and ability to formulate USSID 

changes. 
• Thorough knowledge related to priority intelligence requirements. 
• Ability to effectively communicate, interact, and represent the organization with senior 

officials and counterparts from other organizations. 
• Knowledgeable of methods of exploiting foreign military communications and non-

communications. 
• Knowledge of tactical and strategic SIGINT/EW organizations, missions, and functions. 
• Knowledge/experience in combat user’s intelligence, combat information, and electronic 

warfare requirements definition.  
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Operations Specialist (OS), Continued 
 
KNOWLEDGE & SKILL REQUIREMENTS, Continued: 
 
• Command of fluent English, including the ability to effectively communicate orally and in 

writing. 
• Skilled briefer. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated in Sensitive Compartmented Information (SCI). 
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SSttaattiioonniinngg  PPrroojjeecctt  LLeeaaddeerr  ((SSPPLL))  
 
DDUUTTIIEESS::  
 
••  SSeenniioorr  PPrroojjeecctt  LLeeaaddeerr  ffoorr  UUSS  AArrmmyy  IInntteelllliiggeennccee  aanndd  SSeeccuurriittyy  CCoommmmaanndd  ((IINNSSCCOOMM))  

pprroovviiddiinngg  ssppeecciiaalliizzeedd  eennggiinneeeerriinngg  aanndd  pprroojjeecctt  ppllaannnniinngg  ooff  mmiilliittaarryy  uunniitt  ssttaattiioonniinngg  pprroojjeeccttss  
aanndd  pprrooggrraammss..    RReessppoonnssiibbiilliittiieess  iinncclluuddee  pprreeppaarraattiioonn,,  rreevviieeww  aanndd  pprreesseennttaattiioonn  ooff  ssuuppppoorrttiinngg  
ddooccuummeennttaattiioonn  ffoorr  mmiilliittaarryy  ccoonnssttrruuccttiioonn  aanndd  ffaacciilliittyy  rreennoovvaattiioonn  pprroojjeeccttss,,  ssoocciiooeeccoonnoommiicc  aanndd  
ddeemmooggrraapphhiicc  ssttuuddiieess,,  eennvviirroonnmmeennttaall  ddooccuummeennttaattiioonn,,  iinnffoorrmmaattiioonn  mmaannaaggeemmeenntt  rreeqquuiirreemmeennttss,,  
aanndd  ccoosstt  eessttiimmaatteess..    PPrreesseennttss  bbrriieeffiinnggss  aanndd  ssttuuddiieess  ttoo  sseenniioorr  mmeemmbbeerrss  ooff  tthhee  IINNSSCCOOMM  
ccoommmmaanndd,,  aanndd  mmaajjoorr  oovveerrsseeaass  ccoommmmaannddeerrss  aass  rreeqquuiirreedd..    AAddvviisseess  tthhee  IINNSSCCOOMM  GG44  ssttaaffff  oonn  
eennggiinneeeerriinngg  mmaatttteerrss  iinnvvoollvviinngg  tthhee  ttrraaiinniinngg,,  oorrggaanniizzaattiioonn,,  ssttaattiioonniinngg,,  aanndd  ssuussttaaiinnmmeenntt  ooff  UUSS  
AArrmmyy  MMiilliittaarryy  IInntteelllliiggeennccee  aaccttiivviittiieess  aanndd  tthheeiirr  rreellaatteedd  mmiissssiioonnss..  

••  AAppppllyy  tteecchhnniiccaall  mmiilliittaarryy  kknnoowwlleeddggee,,  sskkiillllss  aanndd  eexxppeerriieennccee  aalloonngg  wwiitthh  UUSS  AArrmmyy  uunniiqquuee  
mmiilliittaarryy  eennggiinneeeerriinngg  aanndd  iinntteelllliiggeennccee  kknnoowwlleeddggee,,  sskkiillllss  aanndd  eexxppeerriieennccee  aaccqquuiirreedd  dduurriinngg  
mmiilliittaarryy  sseerrvviiccee  aanndd  ttrraaiinniinngg,,  ttoo  ddeevveelloopp  pprrooggrraamm  mmaannaaggeemmeenntt  ppllaannss  uussiinngg  MMiiccrroossoofftt  PPrroojjeecctt  
ssooffttwwaarree..    CCoooorrddiinnaatteess  wwiitthh  mmiilliittaarryy  ccoommmmaannddeerrss  iinn  tthhee  tthheeaatteerr  ttoo  ddeevveelloopp  ccoommpprreehheennssiivvee  
ppllaannss  uussiinngg  pprrooggrraamm  eevvaalluuaattiioonn  aanndd  rreevviieeww  tteecchhnniiqquueess  ((PPEERRTT))  ttoo  aassssuurree  tthhee  ddiissppaarraattee  
iinntteerreessttss  aanndd  rreessppoonnssiibbiilliittiieess  ooff  ssuuppppoorrtteedd  aanndd  ssuuppppoorrttiinngg  oorrggaanniizzaattiioonnss  aarree  rreeccooggnniizzeedd  aanndd  
iinncclluuddeedd  iinn  mmaasstteerr  ppllaannss  ffoorr  rreellooccaattiioonn  aanndd  rreeaalliiggnnmmeenntt  aaccttiivviittiieess..    PPeerrffoorrmmss  ccrriittiiccaall  
eennggiinneeeerriinngg  rreevviieewwss  ooff  MMiilliittaarryy  CCoonnssttrruuccttiioonn  ((MMIILLCCOONN))  PPrroojjeecctt  DDaattaa  ssuubbmmiissssiioonnss,,  pphhyyssiiccaall  
sseeccuurriittyy  rreeqquuiirreemmeennttss  aanndd  rreemmeeddiiaattiioonn  pprrooggrraammss,,  aanndd  mmaasstteerr  ppllaannnniinngg  ffoorr  lloonngg  rraannggee  ffaacciilliittyy  
aanndd  iinnffoorrmmaattiioonn  mmaannaaggeemmeenntt  rreeqquuiirreemmeennttss..  

••  PPaarrttiicciippaattee  iinn  tteecchhnniiccaall  aanndd  sseenniioorr--lleevveell  ppllaannnniinngg  lliiaaiissoonn  bbeettwweeeenn  HHQQ  IINNSSCCOOMM  GG44  aanndd  
vvaarriioouuss  UUSS  AArrmmyy  MMaajjoorr  CCoommmmaanndd  PPrrooggrraamm  MMaannaaggeemmeenntt  ooffffiicceess,,  NNAATTOO  aanndd  ootthheerr  mmiilliittaarryy  
aalllliieess..      

••  MMaaiinnttaaiinn  aa  hhiigghh  ddeeggrreeee  ooff  aawwaarreenneessss  ooff  tthhee  llaatteesstt  HHQQDDAA  eennggiinneeeerr  aanndd  ffoorrccee  ssttrruuccttuurree  
mmaannaaggeemmeenntt  ppoolliicciieess  ttoo  aaddvviissee,,  aasssseessss  aanndd  pprrooppoossee  ooppeerraattiioonnaall  aanndd  tteecchhnniiccaall  
rreeccoommmmeennddaattiioonnss  ttoo  tthhee  OOppeerraattiioonnss  DDiivviissiioonn  CChhiieeff..  

• DDeeppllooyy  oonn  sshhoorrtt  nnoottiiccee  tthhrroouugghhoouutt  tthhee  wwoorrlldd  iinn  ssuuppppoorrtt  ooff  IINNSSCCOOMM  mmiilliittaarryy  ooppeerraattiioonnss..    
TThhiiss  mmaayy  rreeqquuiirree  ddeeppllooyymmeenntt  ttoo  ppootteennttiiaall  ccoonnfflliicctt  aarreeaass  aanndd  lliivviinngg  iinn  aauusstteerree  ccoonnddiittiioonnss. 

  
KKNNOOWWLLEEDDGGEE  &&  SSKKIILLLL  RREEQQUUIIRREEMMEENNTTSS::  
  
••  TTeecchhnniiccaall  mmiilliittaarryy  kknnoowwlleeddggee  aanndd  sskkiillllss  bbaasseedd  oonn  lloonngg  ssppeecciiaalliizzeedd  sseenniioorr--lleevveell  mmiilliittaarryy  

pprroojjeecctt  ppllaannnniinngg,,  ttrraaiinniinngg  aanndd  eexxppeerriieennccee  ttoo  iinncclluuddee  aa  mmiinniimmuumm  ooff  1100  yyeeaarrss  UU..SS..  mmiilliittaarryy  
((AArrmmyy  pprreeffeerrrreedd))  sseerrvviiccee  aass  aann  ooffffiicceerr  ssppeecciiaalliizziinngg  iinn  mmiilliittaarryy  ppllaannss,,  ssttaattiioonniinngg  pprroojjeeccttss  aanndd  
ooppeerraattiioonnss,,  tthhrreeee  ooff  wwhhiicchh  mmuusstt  bbee  aass  aa  ddiivviissiioonn  cchhiieeff  oorr  eeqquuiivvaalleenntt  iinn  cchhaarrggee  ooff  mmaasstteerr  
ppllaannnniinngg,,  pprroojjeecctt  ddeevveellooppmmeenntt  oorr  ccoommmmaannddeerr  ooff  aa  mmiilliittaarryy  oorrggaanniizzaattiioonn..    TTwwoo  yyeeaarrss  
((mmiinniimmuumm))  iinn  ssuuppppoorrtt  ooff  ddeeppllooyyeedd  ttaaccttiiccaall  AArrmmyy  oorrggaanniizzaattiioonnss..  EEmmpphhaassiiss  iiss  ppllaacceedd  oonn  tthhee  
uunniiqquuee  sseeccuurriittyy  rreeqquuiirreemmeennttss  iinnhheerreenntt  wwiitthh  UUSS  TToopp  SSeeccrreett  SSeennssiittiivvee  CCoommppaarrttmmeenntteedd  
IInnffoorrmmaattiioonn  FFaacciilliittiieess  ((SSCCIIFF))  aanndd  tthheeiirr  ccllaassssiiffiieedd  ooppeerraattiioonnss,,  iinncclluuddiinngg  ccllaassssiiffiieedd  ddaattaa  
pprroocceessssiinngg  pprrootteeccttiioonn..  

••  AAnn  eennggiinneeeerriinngg  ddeeggrreeee  oorr  eeqquuiivvaalleenntt  tteecchhnniiccaall  eexxppeerriieennccee  iiss  rreeqquuiirreedd;;  aa  mmaasstteerr’’ss  ddeeggrreeee  oorr  
ggrraadduuaattee  ooff  tthhee  mmiidd--lleevveell  UU..SS..  AArrmmyy  CCoommmmaanndd  aanndd  GGeenneerraall  SSttaaffff  CCoolllleeggee  ((CCGGSSCC))  iiss  
pprreeffeerrrreedd..    CCoouurrsseess  ffrroomm  UU..SS..  AArrmmyy  pprrooffeessssiioonnaall  ddeevveellooppmmeenntt  sscchhoooollss  tthhaatt  pprroovviiddee  tthheeoorryy    
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SSttaattiioonniinngg  PPrroojjeecctt  LLeeaaddeerr  ((SSPPLL)),,  CContinued.    
  
KKNNOOWWLLEEDDGGEE  &&  SSKKIILLLL  RREEQQUUIIRREEMMEENNTTSS,,  CCoonnttiinnuueedd::  
  
••  aanndd  ssooffttwwaarree  ttrraaiinniinngg  ffoorr  DDeeppaarrttmmeenntt  ooff  DDeeffeennssee  pprroojjeecctt  ddeevveellooppmmeenntt,,  mmaannaaggeemmeenntt,,  

ppllaannnniinngg,,  pprrooggrraammmmiinngg  aanndd  bbuuddggeettiinngg  mmuusstt  bbee  iinncclluuddeedd  iinn  tthhee  eedduuccaattiioonn  rreeqquuiirreemmeennttss  ffoorr  
tthhiiss  ppoossiittiioonn..  CCoommpplleettiioonn  ooff  aann  aassssiiggnnmmeenntt  aass  aa  PPrrooffeessssoorr  ooff  MMiilliittaarryy  SScciieennccee  aatt  aa  UU..SS..  
CCoolllleeggee  oorr  UUnniivveerrssiittyy  oorr  aass  aa  mmeemmbbeerr  ooff  tthhee  ssttaaffff  aanndd  ffaaccuullttyy  ooff  aa  UU..SS  AArrmmyy  pprrooffeessssiioonnaall  
ddeevveellooppmmeenntt  sscchhooooll  wwiillll  bbee  aacccceepptteedd  aass  mmeeeettiinngg  tthhiiss  rreeqquuiirreemmeenntt..  

••  AAbbiilliittyy  ttoo  aappppllyy  aaccqquuiirreedd  hhiissttoorriiccaall  mmiilliittaarryy  kknnoowwlleeddggee  aanndd  eexxppeerrttiissee  ttoo  eennssuurree  tthhaatt  mmiilliittaarryy  
ppllaannss  ffoorr  IINNSSCCOOMM  uunniitt  aanndd  bbaassee  rreeaalliiggnnmmeennttss  ffuullllyy  ssuuppppoorrtt  ffiieellddiinngg  aanndd  iinntteeggrraattiioonn  ooff  tthhee  
ccoommmmaanndd’’ss  iinntteelllliiggeennccee  aanndd  sseeccuurriittyy  ssyysstteemmss..  

••  MMiilliittaarryy  mmaannaaggeemmeenntt  eexxppeerriieennccee  ffoorr  oovveerr  aa  110000--ppeerrssoonn  mmiilliittaarryy  uunniitt//aaccttiivviittyy..    MMuusstt  kknnooww  
ddooccttrriinnee  aanndd  hhaavvee  ffuunnccttiioonnaall  eexxppeerriieennccee  wwiitthh  ccoommbbiinneedd  ooppeerraattiioonnss  ooff  tthhee  vvaarriioouuss  mmiilliittaarryy  
bbrraanncchheess  aanndd  mmiilliittaarryy  ooccccuuppaattiioonnaall  ssppeecciiaallttiieess..          

••  PPoosssseessss  eexxcceelllleenntt  wwrriitttteenn  aanndd  vveerrbbaall  ccoommmmuunniiccaattiioonn  sskkiillllss  ttoo  iinncclluuddee  aa  ssppeecciiffiicc  kknnoowwlleeddggee  ooff  
hhooww  ttoo  eexxpprreessss  oonneesseellff  iinn  tteecchhnniiccaall  mmiilliittaarryy  wwrriittiinngg  ssttyyllee  aanndd  ffoorrmmaatt..      

• PPoosssseessss  oorr  bbee  aabbllee  ttoo  aaccqquuiirree  aann  UU..SS..  TToopp  SSeeccrreett  sseeccuurriittyy  cclleeaarraannccee. 
  
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Engineer, Power Control (EPC) 
 
DUTIES: 
 
• Provides expert technical support for military communications and highly sensitive state of 

the art electronic power control systems and subsystems such as low-voltage, single and 
multi-phase power distribution.  Provides fault isolation, resolution and integration for 
critical time sensitive solid state power control systems and associated components. 

• Utilize U.S. Army quality assurance procedures to insure that the material utilized and 
workmanship meet the requirements of the applicable DoD and military specifications, 
criteria, procedures, and technical/safety standards. 

• Provides direction to team members on proper electrical connectivity and ground 
requirements, for the installation, integration, and service for complex specialized military 
communications equipment.  

• Provide electrical design input to engineering installation plans and Engineering Change 
Proposals (ECP). 

• Immediately deployable to in-theater locations to perform quick reaction technical support to 
intelligence operations in Sensitive Compartmented Information Facility (SCIF) 
environments.  

• Provide 24-hour 7-day quick reaction technical support for critical military communications 
systems with limited documentation resources. Emphasis will be on rapid fault isolation and 
restoration of state of the art environmental power control systems supporting Intelligence 
and Electronic Warfare(IEW)system performance. 

• Applies TEMPEST concepts and principles to secure and non-secure systems. 
• Maintains Programmable Logic Controllers in support of time sensitive critical military 

communications power systems. 
• Performs analysis and design of commercial and technical computerized facilities power and 

develops action plans for implementation. Produces classified written technical reports 
outlining technical findings and recommendations. 

• Implements procedures to correct anomalies detected during application of Department of 
Defense (DoD) quality control inspections. 

• Requires military and/or advanced specialized in depth technical education. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• Minimum of eight years of specialized technical experience required. Advance education and 

technical experience preferred. Experience shall be in design, evaluation, fielding, 
integration, training, maintenance, and repair, of tactical and strategic environmental 
systems, as well as the supporting electrical and electronic systems. Education and 
experience in theory and application of Electromagnetic Interference (EMI) and 
Electromagnetic Compatibility (EMC) principles required. 

• Required to meet U.S. Government accepted and industry standards criteria for technically 
complex computerized systems, uninterrupted power distribution systems and critical highly 
specialized power control equipment. 

• Required to interpret and perform trend analysis on data collected from technical power 
priority systems used to support DoD communication intelligence systems. 
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Engineer, Power Control (EPC), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS,  Continued 
 
• Must be able to conduct major military plant shutdowns for the purpose of critical equipment 

and system modification and/or diagnosis. 
• Requires comprehensive in depth technical knowledge of solid state control and computer 

controlled environmental and energy management systems. 
• Liaison with local deployed, and CONUS engineering departments in an effort to maintain 

immediate response to critical requirements resulting from analysis of current specification 
data on assigned systems. 

• Requires comprehensive understanding of technical documentation, schematics, and 
diagrams written under the American National Standards Institute (ANSI) and Institute for 
Electrical and Electronic Engineering (IEEE) formats. 

• Knowledge of provisions and applications of the U.S. National Code criteria and ability to 
select and install domestic and foreign materials and devices. 

• Knowledge of Electromagnetic Compatibility (EMC) principles and how they apply to the 
installation and operation of mission and support systems. 

• Must be able to provide training for other assigned personnel in solid state applications for 
environmental/energy systems. 

 
CLEARANCE REQUIREMENTS: 
 
U.S. Citizenship and a Top Secret (TS) security clearance with Special Background Investigation 
(SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Senior Equipment Installation Technician (SEIT), Electronic 
 
DUTIES: 
 
• Provides in-depth technical guidance for the design, development, organization, and 

participation in site surveys for system integration and installations.  Assesses and documents 
current site configuration and user requirements.  Designs and optimizes network topologies.  
Analyzes existing and develops new hardware layouts, communication connectivity 
requirements, environmental requirements and prepares engineering change proposal data, 
hardware and other acquisition requirements. 

• Provides highly skilled technical assistance to the integration/installation of computer and 
communications equipment and systems; coordinates with other participants (including those 
from other Government Agencies/Contractors) to ensure technical requirements are met. 

• Provides direct support to the preparation and analysis of Engineering Change Plans (ECP) 
and technical design packages.  Develops installation schedules and leads preparation of 
documentation configuration changes at each site.  Prepares post installation configured item 
databases, physical configuration audits, and changes to documentation packages. 

• Reviews all facility plans, installation plans, and supporting descriptive documentation for 
Top Secret Sensitive Compartmented Information Facility (SCIF) to ensure that installations 
are in accordance with INSCOM installation procedures and safety requirements. 

• Deploys on short notice when required in support of U.S. military operations.  This may 
require travel to potential conflict areas and living in austere conditions 

 
KNOWLEDGE & SKILL REQUIREMENTS: 
 
• An Associates degree in electronics or software engineering or equivalent military or 

advanced technical training, with a minimum of eight years of technical experience in the 
support of complex electronic communications equipment.  

• Five years of experience with unique U. S. Government application software. 
• Specialized experience including analysis, design, and installation of computer based 

intelligence and electronic systems, analysis, design, and installation of local area networks, 
and analysis and installation of specialized communications systems. 

• Perform design studies where the design objectives are defined by a detail physical 
specification.  

• Capability to develop and accumulate raw data measurements from physical inspections of 
electronic equipment and facilities and transforming the data into design layouts. 

• Ability to produce detailed electrical, electronic schematics utilizing operation of a CADD 
system, to include I/O devices and to produce mechanical drawings from layouts.  

• Three years of technical experience with installation, de-installation and reconfiguration of 
electronic systems/equipment, equipment racks, cable trays, elevated computer type flooring, 
under-floor cable ducts, audio, fiber optics, RF, and control and power cables/connectors.   

• Knowledge of electrical wiring, grounding, and cables/connectors, including fiber optic cable 
terminations and splicing, and Category V requirements.  

• Ability to perform installations of technical/utility/UPS power systems and must be familiar 
with grounding principles. 

• Familiarity with red/black installation requirements. 
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Senior Equipment Installation Technician (SEIT), Electronic, Continued 
 
KNOWLEDGE & SKILL REQUIREMENTS, Continued: 
 
• Knowledge of Electromagnetic Compatibility (EMC) principles and apply them to the 

installation and operation of mission and support systems. 
• Experience in calibrating test and measurement equipment. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Facility Systems Technician (SFST) 
 
DUTIES: 
 

• Performs design, modification, maintenance and repair of critical environmental and 
energy support systems and associated highly sensitive state-of-the-art computerized 
controls and air quality monitoring systems located within U.S.-Only areas of 
Intelligence and Security Command (INSCOM) Sensitive Compartmented Information 
Facilities (SCIFs).   

• Provides critical advanced technical knowledge in support of unique security 
requirements inherent in U.S. TOP SECRET SCIF operations including sound baffling 
techniques/equipment and the resolution of compromising electrical currents, as 
sustainment of high system availability rates. 

• Acts as the Commander’s representative on all facility engineering projects requiring 
technical analysis of environmental support system issues, with special emphasis on 
evaluating the impact of proposed design changes on unique state-of-the-art Intelligence 
and Electronic Warfare (IEW) equipment employing new scientific technologies.  
Produces classified technical documentation outlining in depth technical findings and 
recommendations. 

• Provides design, emergency non-routine fault isolation of smoke removal systems, fire 
detection/suppression equipment used exclusively in critical, highly sensitive Military 
Forces installations.  Performs system and subsystem diagnostics and scheduling and 
maintaining complex electronic environmental systems, calibration, and lubrication of 
unique components and controls that are used to provide and monitor precise 
environmental conditions within SCIFs housing unique military intelligence equipment, 
scientific devices, and technologies. 

• Performs periodic, worldwide deployments in strategic and tactical mobile facility 
environments.  Provides expert technical assistance for a 24-hour operational 
environment with limited documentation resources.  Responds to off-duty (evening and 
weekend) calls to support critical system outages and to provide rapid fault isolation and 
resolution concerning environmental factors affecting electronic (IEW)system 
performance. 

• Provides critical highly skilled technical expertise for emergency fault isolation and 
resolution of critical IEW electronic environmental control systems and scientific 
devices; develops engineering and other technical documentation for IEW support system 
layouts.  

• Immediately available for temporary deployment to world-wide U.S. Army INSCOM 
locations to perform Quick Reaction Capabilities/Rapid Reaction Capability (QRC/RRC) 
technical support to intelligence operations in SCIF environments. 

 
KNOWLEDGE AND SKILL REQUIREMENTS: 

 
• Requires military and/or advanced specialized in depth technical education. 
• A minimum of six years of advanced specialized technical experience. 
Expertise in the design, testing, evaluation, reengineering, fielding, integration, training, and 
performance of complex system and subsystem diagnostics. Specific experience in  
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Senior Facility Systems Technician (SFST), Continued 
 

KNOWLEDGE AND SKILL REQUIREMENTS, Continued: 
 

• fault isolation and resolution of tactical and strategic environmental systems and their 
sophisticated electronic support systems.  

• Experience in design, installation and sustainment of computer controlled environmental 
systems in mobile secure facilities. 

• Required to meet U. S. Government accepted and industry standards criteria for 
technically complex computer environmental systems, uninterrupted power distribution 
systems, and power control equipment. 

 
CLEARANCE REQUIREMENTS: 

 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Technician Electronic Security Systems (STESS) 
  
DUTIES: 
 
• Provides continuous around the clock integrity of highly classified and complex physical 

security systems installed in U.S. Forces operational facilities worldwide.  Travels to 
supported units/sites to apply engineering and technical expertise in Signal Intelligence 
(SIGINT), Intrusion Detection Systems, Physical Security Enhancement System (PSEP) and 
CONFIRM access control systems.  

• Applies advanced technical state of the art integration of engineering models or prototypes, 
major system modifications to physical security systems and operations with fire detection 
and suppression systems, environmental systems, station power and grounding systems to 
National Code and INSCOM configuration management regulations, standards and 
requirements. 

• Performs complex Electromagnetic Interference/Radio Frequency Interference (EMI/RFI) 
analyses and makes recommendations for mitigation.  Maintains baseline information for US 
military unique physical security systems.  

• Performs complicated diagnostics, fault isolation and maintenance of complex electronic 
analog and digital communications and telecommunications equipment and Radio Frequency 
(RF) systems High Frequency through Microwave (HF through MW).  Representative of this 
equipment are antennas, preamplifiers, receivers, demodulators, converters, servo-systems, 
fiber optic systems, computers, graphic workstations, printers, recorders, analog and digital 
displays, input/output devices, Local Area Network (LANs), and test equipment. 

• Configures, tests, and installs unique proprietary computer software and hardware for 
physical security systems.  Performs software updates and modifications, graphics changes, 
additions, historical and operating system backups. 

• Conducts site surveys and analyses of physical security system and network requirements 
and produces complex network diagrams and recommended solutions to accommodate 
system and network evolution. Evaluates proposed computer hardware and computer 
network systems to determine technical feasibility, costs for implementation, and operational 
adequacy. 

• Provides classified technical documentation and training to technical personnel on 
modification, integration, and installation of network equipment, configuration of network 
software and installation of proprietary system software on electronic communication 
equipments.  

• Executes fielding plans, and hardware testing and systems integration for new SIGINT 
systems introduced in accordance with approved Engineering Change Proposals. 

• Provides life cycle support of physical security system software and hardware, configuration 
management, research and identify replacement Logical Replacement Units (LRU) for 
equipment and system upgrades, and trains technical personnel on system software, Local 
Area Network (LAN) and other special and unique applications.  Research, design and install 
tailored systems and technologies to support reconfigured facilities. 

• Operates Built-In Test Equipment (BITE) and Automated Test Equipment (ATE). 
• Provides technical support for Physical Security Enhancement Program (PSEP) and 

CONFIRM which is a state-of-the-art personal identification and badging management 
system that controls access to Sensitive Compartmented Information Facility (SCIF). 
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Senior Technician Electronic Security Systems (STESS), Continued 
 
DUTIES, Continued 
 
• Immediately deployable in support of U.S. military Quick Reaction Capability/Rapid 

Reaction Capability (QRC/RRC), contingency or wartime operations worldwide.  This may 
require living in austere conditions. 

   
KNOWLEDGE & SKILL REQUIREMENTS: 
 
• An Associates degree in electronics or software engineering or equivalent military or 

advanced technical training with a minimum of eight years of technical experience in the 
support of complex electronic communications equipment. 

• Eight years of highly specialized experience in the design and installation of classified, 
computer based, DOD fielded physical security systems in support of U.S. military forces. 

• Eight years of advanced technical experience working with the U. S. government unique 
computer systems software and architectures serving disparate users within a Sensitive 
Compartmented Information Facility (SCIF).  Employee must have experience in computer 
system maintenance, assorted software versions and enhancements, analysis and test.  In 
addition, employee is required to have at least two years experience working with unique 
software applications, and experience working with server configuration, administration and 
network support. 

• Knowledge and experience with configuration management, installation practices and 
regulations, research and identify replacement Logical Replacement Units (LRU) for 
equipment and system upgrades of proprietary systems, and quality assurance practices and 
requirements. 
• Experience with Electromagnetic Capability (EMC) and the functional application of 

Electromagnetic Interference/Radio Frequency Interference (EMI/RFI) analysis. 
 
CLEARANCE REQUIREMENTS 
 
U.S. Citizenship and a Top Secret (TS) security clearance with Special Background Investigation 
(SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Senior Technician, Electronics (STE) 
 

DUTIES: 
 

• Provides depot and field level field engineering and maintenance support to intelligence 
and electronic warfare systems, training and technical advice to technical personnel 
assigned to perform Electronic Maintenance. Provides specialized technical support 
within Top Secret Sensitive Compartmented Information Facility (SCIF) to accommodate 
fielding of Intelligence Electronic Warfare (IEW) systems, communications equipment, 
and human intelligence support equipment 

• Applies advanced technical knowledge, along with military technical electronics 
knowledge, to fault isolation, scheduling and maintaining complex communications and 
electronics systems in accordance with Army and Department of Defense standards.  
Performs critical quality and safety assurance reviews of all equipment integration 
practices to assure conformance with the U.S. National Code.  

• Manages and develops engineering input to the preparation of Engineering Change 
Proposals, (ECPs), and technical design packages.  Develops integration plans and 
performs hardware integrations, and manages documentation schematics and 
modifications.    Prepares site integration and test reports.  Configures computer software, 
communications devices, and peripheral equipment to operate within designated 
networks.  Designs and plans for and executes network hardware installation, testing, and 
validation.  Trains military personnel at the installation site in proper use of highly 
specialized electronic equipment. 

• Prepares and maintains equipment and configuration documentation, and performs 
physical configuration audits. 

• Deploys on short notice throughout the theater and to other countries in the Area of 
Responsibility (AOR) when required in support of U.S. military operations.  This may 
require deployment to hazardous duty areas and living in austere conditions. 

• An Associates degree in electronics or software engineering or equivalent military or 
advanced technical training with a minimum of eight years of technical experience in the 
support of complex electronic communications equipment.  

 
KNOWLEDGE AND SKILL REQUIREMENTS: 

 
• Eight years highly specialized experience in Radio Frequency (RF) and electronic 

systems to include but not limited to antennas, preamplifiers, cables, receivers, 
demodulators, converters, servos, digital components, interfaces, printers, recorders, 
computers, analog and digital displays, fiber optics and Input / Output (I/O) devices and 
test equipment. 

• Three years advanced specialized experience in analysis and integration of computer 
based systems, analysis and integration of local area networks,  specialized interconnect 
cable design and fabrication, and analysis of communications systems.  Proven ability to 
work independently or with minimal supervision. 

• The capability to fault isolate, repair and test complex level problems.   
• Knowledge of Alternating Current / Direct Current (AC/DC) power, grounding and 

electronic equipment heating/cooling requirements.   
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Senior Technician, Electronics (STE), Continued 
 

KNOWLEDGE AND SKILL REQUIREMENTS, Continued 
 

• Experience in quality assurance practices.  Familiar with Built in Test Equipment (BITE) 
and Automated Test Equipment (ATE). 

• Expert knowledge of audio distribution systems, Electromagnetic Compatibility (EMC) 
principles with application to the integration and operation of mission and support 
systems. 

• Detailed knowledge of satellite communications systems and telecommunications 
equipment to include satellite modems and down-converters. 

• Experience with Electromagnetic Compatibility (EMC) and the functional application of 
Electromagnetic Interference/Radio Interference (EMI/RFI) analysis and mitigation 
programs. 

• Must be intimately cognizant of Computer Aided Design packages (e.g. AutoCad). 
 

CLEARANCE REQUIREMENTS: 
 

• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 
Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Software Engineer (SE) 
 

DUTIES 
 

• Bad Aibling Station is an integral part of the Department of Defense (DoD) 
communications network.  As such, its primary mission is to provide rapid radio relay 
and secure communications related to defense of the United States and its NATO allies.  
Its secondary mission is related to scientific research into a variety of fields.  A satellite 
communications earth terminal installed to support DoD’s long haul communications 
requirements will also conduct research designed to prove theoretical data concerning 
small transportable terminals and multi-megabit digital data rates.  Research into 
ionosphere physics and properties is also being undertaken by DoD technical consultants. 
The Software Engineer is an advisor to the military and DoD community regarding the 
integration of intelligence systems.  As a consultant to members of the military forces, 
he/she directly supports the DoD, 66th Military Intelligence Battalion, and 718th Military 
Intelligence Group, U.S. Army, Bad Aibling Station, Germany, and NATO Forces – 
Bosnia, and as such is an integral part of the overall mission at Bad Aibling Station. 

• The Software Engineer applies advanced technical knowledge, clearly exceeding the 
knowledge conveyed within the normal scope of vocational training, to solve unusually 
complex problems (i.e., those that typically cannot be solved solely by reference to 
manufacturers’ manuals or similar documents) in working on intelligence systems unique 
to U.S. military and DoD operations.  He/she, in consultation with DoD and U.S. military 
personnel, is responsible for the analysis, design, code, testing, and documentation of 
software enhancements to existing software baselines running on military command and 
control systems, defense communications, and complex intelligence systems in support of 
U.S. military operations.  He/she is responsible for the planning, development, and 
application of computer hardware and software configurations specific to Military 
Intelligence systems.  Performs a variety of software engineering duties, including 
benchmarking, testing, and validation of software changes and quality control of 
Intelligence systems software.  The Software Engineer performs in-depth studies, trend 
evaluations, statistical analysis, and computer hardware/software vendor evaluations 
relating to supported or future systems and architectures, as required by the customer.  
Additionally, the Software Engineer furnishes day-to-day consultation support to all 
computer systems or functions including mission operations, and reviews proposed 
changes to assess impact to software configurations.  He/she is required to produce 
reports and records relating to the above as well as, maintaining and updating all software 
programs including Government developed and commercially procured programs 
running on complex Department of Defense and U.S. Military Intelligence systems.  
Deploys to other sites as necessary in support of systems unique to U.S. military 
operations.  Individual is required to perform duties under the terms of the contract which 
involves handling classified information as well as access to classified areas and 
equipment.   
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Software Engineer (SE), Continued 
 

KNOWLEDGE AND SKILLS REQUIREMENTS 
 

• A BS Degree or higher in Computer Science or a related technical discipline with a 
minimum 3 years experience on similar Department of Defense intelligence systems. 

• Experience performing requirements analysis, software design, and system development, 
software maintenance in time sensitive, signals analysis, or scientific computing. 

• A minimum three years experience in system level programming in the UNIX or QNIX 
operating system, and programming experience with software languages such as C, C++, 
PASCAL, FORTRAN, as well as a background in assembly language. 

• Possess the ability to liaison with local, deployed, and CONUS software engineering 
departments and DoD work centers in an effort to maintain immediate response to critical 
requirements resulting from analysis of current specification data on assigned systems. 

• Command of fluent English. 
• Second language skills in German or Korean are desirable. 

 
CLEARANCE REQUIREMENTS 

 
• U.S. Citizenship and a U.S. Top Secret (TS) security clearance with Special Background 

Investigation (SBI) is required.  
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Principal Engineer (PE) Electronics  
 

DUTIES: 
 

• Serves as the senior technical consultant on this contract. 
• Serves as Project Manager for advanced electronics design, upgrade and maintenance projects 

tasked under this WS.  Provides planning, design, initial fielding, testing, and training, for 
complex, special purpose U.S. communications systems and equipment that are used to support 
critical Intelligence and Electronic Warfare (IEW) systems.  Assures systems and equipment 
operations and maintenance comply with physical, operational, security, safety, environmental 
and communications regulations and equipment specifications. 

• Leads project teams deployed worldwide to install, maintain and upgrade complex electronic 
mission systems, security systems and antennas.  Supports U. S. Army systems on site whenever 
and wherever deployed.   

• Researches requirements and data to develop design specifications to support deployable U. S. 
Army equipment within Sensitive Compartmented Information Facilities (SCIF’s).  Employs 
state-of-the-art data collection equipment to monitor the functioning of electronic, 
communications, and related equipment. 

• Performs complex electromagnetic interference/radio frequency interference (EMI/RFI) 
analyses and makes recommendations for mitigation.  Maintains baseline information for 
US military unique physical security systems.  

• Coordinates the technical requirements of the contract and exchanges technical 
information on projects among contract supported locations. 

• Acts as the technical advisor to the Program Manager. 
• Provides technical oversight to the work of more junior engineers and technicians.   
• Manages subcontracts for the execution of taskings under this WS.  Coordinates with 

subcontract personnel; manages the utilization of resources in the effort. 
• Coordinates with Government and other Contractor personnel for project 

accomplishment. 
• Immediately deployable to worldwide locations, in potentially hazardous work 

environments, to perform QRC/RRC technical support to U.S. forces. 
 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 

• An MSEE from an accredited college/university.   
• Ten years of engineering experience including the management of complex projects. 

Professional Engineer registration is desirable.  
• Two years of progressive experience and proven management skills with unit/site 

management (i.e., division manager or team director).   
• Experience in design and maintenance of complex electronic communications systems.   
• A thorough knowledge of high frequency (HF) through microwave (MW) radio 

frequency (RF) receiving, transmitting, and distribution systems.  The PE must have 
experience with other electronic equipment including but not limited to fiber optic 
systems, audio systems, computers, analog and digital displays, I/O devices, and 
recorders. 
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Principal Engineer (PE) Electronics, Continued 
 

KNOWLEDGE AND SKILL REQUIREMENTS, Continued 
 
• Experience with electromagnetic compatibility (EMC) and the functional application of 

EMI/RFI analysis and mitigation programs. 
• Ability to fault isolate, repair and test complex systems, including the ability to 

understand and operate software-based diagnostics systems and electronic test equipment.   
• Familiarization with the maintenance of heating, ventilation and air conditioning systems 

and site power and grounding. 
• Knowledge of maintenance shop operations and quality assurance. 
• Knowledge of satellite communications 
• Command of fluent English, including the ability to read, write, and comprehend 

technical documentation, schematics, and diagrams written under the American National 
Standards Institute (ANSI) standards. 

 
CLEARANCE REQUIREMENTS 

 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 



Current Position Descriptions 
(For information purposes only) 

Page 21 of 102 Pages 

Senior Engineer (SE) Electronic 
 
DUTIES: 
 
• Provides planning, design, initial fielding, testing, training, emergency maintenance, and repair 

of complex, special purpose U.S. communications systems and equipment.  The equipment is 
utilized in support to critical Intelligence and Electronic Warfare (IEW) systems located within 
(U.S. only) INSCOM SCIF’s. 

• Researches requirements and translate data into design specifications to support deployable U. S. 
Army equipment within SCIF’s.  Employs, maintains, and calibrates state-of-the-art data 
collection equipment to monitor the functioning of electronics and communications and related 
equipment.  

• Leads and/or serves as a member of project teams deployed worldwide to install, maintain and 
upgrade complex electronic mission systems, security systems and antennas.  Supports U. S. 
Army systems on site whenever and wherever deployed. Available to deploy to other countries 
and/or theaters to support U.S. Forces during worldwide military contingency missions and 
requirements. 

• Oversees and performs complex system level troubleshooting using U.S. Military and 
commercial computer diagnostic software and special system unique test equipment. Assures 
systems and equipment operations and maintenance comply with physical, operational, security, 
safety, environmental and communications regulations and equipment specifications. 

• Provides technical oversight and assistance to the work of more junior engineers and 
technicians. 

• Coordinates with Government and other Contractor personnel for project 
accomplishment. 

• Immediately deployable to worldwide locations, in potentially hazardous work 
environments, to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• A BSEE/BSET from an accredited college or university. 
• Six years minimum engineering experience or three years of engineering plus three years 

of technical experience. 
• Progressive experience and proven skills with managerial duties associated with unit/site 

management, division management or team leadership.  
• Design and maintenance of complex electronic communications systems.   
• Understanding of RF (HF through MW) systems and other electronics equipment.  

Examples include (but are not limited to) antennas, preamplifiers, cables, receivers, 
demodulators, converters, fiber optic systems, servo systems, demultiplexers, computers, 
analog and digital displays, I/O devices, printers, recorders, and test equipment.  

• Familiarity with grounding and power distribution systems including uninterruptible 
power supplies (UPS).  

• Fault isolation, repair and testing of system level problems. 
• Understanding of automated data processing (ADP) principals and applications.  
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Senior Engineer (SE) Electronic, continued 
 
KNOWLEDGE AND SKILL REQUIREMENTS, continued: 

 
• Experience with EMC and the functional application of EMI/RFI analysis and mitigation 

programs. 
• Familiarity with heating, ventilation and air conditioning systems (HVAC). 
• Knowledge of military maintenance shop operations and quality assurance practices. 
• Knowledge of audio systems principles. 
• Knowledge of satellite communications 
• Command of fluent English, including the ability to read, write, and comprehend 

technical documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS 
 

• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 
Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Senior Computer Scientist/Programmer (SCS/P) 
 
DUTIES: 
 
• Performs software maintenance and development to optimize mission performance on 

systems unique to military intelligence operations including software and firmware 
associated with building automation and control systems for building systems and equipment.  
Implements good programming practices and adheres to Government specified configuration 
control and software documentation procedures. 

• Performs detailed analysis, evaluations, or studies of prospective software systems.  Installs 
and monitors new vendor supplied releases of software.  Monitors these products for impact 
on the systems, applications software, and end user response time(s). 

• Identifies, collects, and evaluates all applicable data related to software changes which are 
proposed to enhance system performance or capability.  Prepares software change requests 
(SCR) which detail specifically the requested system software.  Initiates changes to 
applications software via SCR. 

• Identifies, collects, and evaluates all applicable data related to software problems which 
reduce or hamper system performance, efficiency, and capability.  Prepares system 
performance reports (PR’s) which detail the problem and its impact on system capability and 
solutions for correction. 

• Prepares temporary software modification reports which detail specifically the interim 
software changes or emergency fixes being applied to aid in the evaluation of PRs and SCRs, 
or when emergency changes are required to return the system to operation. 

• Prepares system change proposals (SCP) for minor system changes detailing recommended 
updates to the system referenced in PR’s and SCR’s.  Provides modifications to the system 
documented in approved SCPs. 

• Maintains a prioritized software change documentation system. 
• Provides on-site development and support to specific software programs and applications 

software unique to military intelligence operations.  Performs requirements analysis, design, 
coding, testing, and integration on said systems. 

• Troubleshoots, builds, distributes, stocks, and installs operational software for INSCOM and 
other supported units/sites strategic, tactical, and mobile systems and subsystems.  

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• BS/BA in Computer Science.  
• Four years of DOD and/or intelligence engineering experience with software applications 

design and development.  
• Experience in software data base maintenance and development. 
• Demonstrated proficiency in two or more of the following development environments: C and 

C++; Graphical User Interface design and development; Motif; JAVA, PERL, HTML, 
XML,VHDL. 

• Programmer/analyst experience. 
 



Current Position Descriptions 
(For information purposes only) 

Page 24 of 102 Pages 

Senior Computer Scientist/Programmer (SCS/P), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS, Continued 
 
• A working knowledge of signals collection and military telecommunications systems. 
• Proven technical skills and ability working with Local Area Network (LAN) and Wide Area 

Network (WAN) software applications and MS Exchange Messaging System. 
• Experience in software configuration management; management of current baseline, system 

change packages, and new releases. 
• As a minimum, experience with the following major software operating systems and 

associated networks:  WINDOWS;/WINDOWS NT Server and Workstation, DOS, VAX, 
VMS, VX Works, and UNIX (Sun Solaris and IBM AIX). 

• As a minimum, design, development, and administration experience with one major data 
base management systems i.e.; SYBASE, ORACLE, INFORMIX, SQL/SERVER, and MS 
Access. 

• Documented experience with commercial off-the-shelf (COTS) word processor, spread sheet 
and graphics software. 

• Documentation skills; proven ability and experience in writing/updating user guides and 
statistical reports showing system usage and performance. 

• Experience in database design. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U. S. Citizenship and a U.S. TOP SECRET security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Network Manager (SNM) 
 
DUTIES: 
 
• Install, configure, integrate and maintain automation systems. 
• Analyze system functions and failures to isolate and define problem areas.  
• Monitor the reachability of all connections within the network adhering to circuit restoral 

priorities and initiate troubleshooting to restore full network capability.   
• Monitor system performance and track usage and develop and deliver a trend analysis of 

system load, usage and response.   
• Analyze user traffic flow and recommend actions to assign users that communicate primarily 

with one group to the same router to remove traffic from the backbone links. 
• Manage a router-based network consisting of three electrically and physically separate 

subnets.  
• Manage IP addresses for numerous sites and adjust routing protocols to insure optimum 

performance.  
• Provide on-site and telephonic technical services necessary to insure the continuing operation 

and optimization of the network. 
• Perform diagnostic analysis of the network system, identify possible faulty devices, 

troubleshoot faulty modules, troubleshoot network problems and outages and prepare 
necessary documentation detailing actions taken.  

• Maintain a system configuration database that will document all modifications to 
configuration changes of software or hardware.  

• Analyze and prepare reports recommending additional network enhancements as they 
become apparent. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

• BS/BA degree from an accredited college or university and twelve months training and six 
years demonstrated experience in network management procedures and system 
administration. 

• Extensive knowledge of digital routers, bridging functions, communication servers, 
Ethernets, network protocols (TCP/IP), patch panels, Sun (SPARC) work stations, UNIX 
operating systems, IP addressing and subnetting, system security procedures, and 
Government networks including DSNET 1 and DSNET 3 is required.   

• Working knowledge of the functions and capabilities of network interfaces and appliqués and 
proper configuration of router with appropriate modules. 

• Working knowledge of Asynchronous Transfer Mode (ATM) functions and capabilities. 
• Must have the demonstrated ability to work with the following software:  AGS+ Router 

Software, DDN X.25 Software, SPARC system 10 Country Kit, SunNet X.25 Software Ver 
7.0, Solaris 2.2, SunNet Manager Ver 1.2 and all application software necessary to perform 
job functions. 

• Demonstrated ability to apply the concepts and commands required to install, configure and 
troubleshoot CISCO routers in multi-protocol inter networks (U.S. Government networks) in 
a global WAN environment with centralized network control. 
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Senior Network Manager (SNM), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS, Continued 
 
• Ability to liaison with local, deployed, and CONUS engineering departments and DoD work 

centers in an effort to maintain immediate response to critical requirements resulting from 
analysis of current specification data on assigned systems. 

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI). 
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Engineer Electronic (EE) 
 
DUTIES 
 
• Provides planning, design, initial fielding, testing, training, emergency maintenance, and repair of 

complex, special purpose U.S. communications systems and equipment.  The equipment is utilized 
in support to critical Intelligence and Electronic Warfare (IEW) systems located within (U.S. only) 
INSCOM SCIF’s. 

• Researches requirements and translate data into design specifications to support deployable U. S. 
Army equipment within SCIF’s.  Employs, maintains, and calibrates state-of-the-art data collection 
equipment to monitor the functioning of electronics and communications and related equipment.  

• Serves as a member of project teams deployed worldwide to install, maintain and upgrade complex 
electronic mission systems, security systems and antennas.  Supports U. S. Army systems on site 
whenever and wherever deployed. Available to deploy to other countries and/or theaters to support 
U.S. Forces during worldwide military contingency missions and requirements. 

• Performs complex system level troubleshooting using U.S. Military and commercial computer 
diagnostic software and special system unique test equipment. Assures systems and equipment 
operations and maintenance comply with physical, operational, security, safety, environmental and 
communications regulations and equipment specifications. 

 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• A BSEE/BSET degree from accredited college/university 
• Two years of electronics engineering experience. 
• Experience with Design/maintenance of complex electronic systems.   
• Recent familiarity with RF (HF through MW) and electronic systems to include but not be 

limited to antennas, fiber optics, preamplifiers, cables, receivers, demodulators, converters, 
servo systems, computers, analog and digital equipment and I/O devices such as printers, 
recorders, and electronic test equipment.   

• Familiarity with audio distribution systems. 
• Familiarity with power/grounding practices, maintenance shop operations and quality 

assurance. 
• Experience with EMC and the functional application of EMI/RFI analysis and mitigation 

programs. 
• Familiarity with satellite communications. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform QRC/RRC technical support to U.S. forces. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Maintenance Team Leader (MTL) 
 
DUTIES: 
 
• Provides supervision for junior maintenance personnel in support of critical IEW systems 

located within (U.S. only) areas of INSCOM SCIF’s.  
• Implements design, initial fielding, testing, training, emergency maintenance, and repair of 

satellite communications systems and signals intelligence equipment.  
• Manages maintenance and supply operations in alignment with US Army logistics and 

supply procedures and regulations. 
• Acts as site manager and is required to oversee and perform system level troubleshooting 

using complex computer diagnostics and test equipment.  Assures that systems and 
equipment operations and maintenance comply with physical, operational, security, safety, 
and communications and electronics regulations. 

• Provides expertise and instructs subordinates on commercial and U.S. Army satellite 
communications and electronic warfare projects requiring detailed analysis of operational 
and technical issues.  Evaluates the impact of proposed design changes on maintaining 
continuous operations. 

• Researches requirements and translates data into design/redesign specifications to support 
deployable U. S. Army equipment within SCIF’s.  Employs, services, and calibrates state-of-
the-art data collection equipment to monitor the functioning of communications and 
electronic warfare equipment. 

• Supports U. S. Army systems on site whenever and wherever deployed.  Available to deploy 
to other countries and/or theaters to perform quick reaction technical support to U.S. forces 
worldwide military contingency missions and requirements in potentially hazardous work 
environments. 

• A high school diploma 
• Ten years of technical experience with a minimum of 5 years experience in a supervisory 

capacity.  
• The ability to manage and supervise technicians performing terminal and system level 

alignment, modification, repair, calibration, maintenance, and troubleshooting of satellite 
communications and electronic warfare equipment and systems. 

• Ability to read, interpret and work with complex sketches, drawings, schematics, and 
specifications.   

• Knowledge of SATCOM and electronic warfare functional units and understanding of 
computer architecture, communications, software and peripherals used in satellite 
communications and electronic warfare systems, and operation of test equipment. 

• Knowledge of U.S. Military and commercial satellite technical control procedures, 
regulations, and doctrine. 

• Experience with system fault isolation, repair, alignment and testing of network/system level 
and individual satellite and digital communications equipment problems.  Capability to 
perform satellite antenna siting and orientation. 

• Understanding of cryptographic equipment operations, TEMPEST criteria, installation 
techniques, and practices. 
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Maintenance Team Leader (MTL), Continued 
 
KNOWLEDGE AND SKILL REQUIREMENTS, Continued 
 
• Experience with EMC and the functional application of EMI/RFI analysis and mitigation 

programs. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Telecommunications Engineering Specialist (TES) 
 
DUTIES: 
 
• Applies advanced technical knowledge to solve unusually complex problems (i.e., those that 

typically cannot be solved solely by reference to manufacturers’ manuals or similar 
documents) in working on intelligence communications systems unique to U.S. military and 
DoD operations.  

• Responsible for the operational readiness of digital and analog telecommunications 
equipment supporting military command and control systems, defense communications, and 
complex intelligence systems used in support of U.S. military operations.   

• Performs a variety of engineering duties, including systems modifications, failure analysis, 
and equipment tests on complex telecommunications equipment supporting Department of 
Defense and U.S. Military Intelligence systems.  Understanding of DoD and commercial 
satellite systems. 

• Performs the fabrication, testing, inspection, and installation of engineering models or 
prototypes, major system modifications, test equipment, and communications and 
Cryptologic devices.   

• Prepares engineering data and specifications for inclusion in equipment installation, 
maintenance, and operational publications and training material utilized by U.S. military 
forces.   

• Analyzes equipment performance, advises on, and designs necessary modifications to ease 
complicated system applications for the military customer.   

• Prepares reports including recommendations for design or operational improvement of 
equipment.  

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• An Associates Degree in electronic or software engineering or equivalent military or 

technical school training with a minimum 8 years experience on similar Department of 
Defense intelligence systems are required. 

• A detailed understanding of the interrelationships of complex electronic circuits, effects of 
electromagnetic radiation, the isolation of malfunctions, and software applications in systems 
unique to U.S. military intelligence telecommunications systems with frequent engineering 
design changes. 

• Specialized experience including analysis, design, and installation of computer based 
intelligence and electronic systems, analysis, design, and installation of local area nets, and 
analysis and installation of communication systems. 

• Cryptologic and IDNX certification, including an understanding of U.S. Department of 
Defense TEMPEST requirements and RED/BLACK criteria. 

• The ability to liaison with local, deployed, and CONUS engineering departments and DoD 
work centers in an effort to maintain immediate response to critical requirements resulting 
from analysis of current specification data on assigned systems.  

• Fluent in the English language. 
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Telecommunications Engineering Specialist (TES), Continued 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Computer Security Systems Specialist (SCSSS) 
 
DUTIES: 
 
• Applies software programming, hardware configuration skills and military signals 

intelligence operations knowledge to interface, integrate, upgrade, and sustain INSCOM's 
MAGNIFIER system, CONFIRM, CSE-A, FAST, IDS, HYBRID, JBS, JWICS, and other 
worldwide proprietary or classified systems employed in SCIFs. 

• Performs complex diagnostics and database maintenance on software operating systems and 
related hardware employed in the development and tracking of engineering change proposals, 
installation plans, designs, drawings and digital reproduction equipment. 

• Provides software and hardware technical assistance to ensure proper interface and operation 
of the IRCADDS and Microstation systems. 

• Configures, designs, and integrates hardware and software subsystems into a total system 
architecture for classified military intelligence systems. 

• Conducts independent technical investigation in system design to identify and resolve 
operational anomalies and failures. 

• Interprets engineering schematics and drawings to assure that all hardware and software 
systems conform to DOD and Army security requirements and standards. 

• Uses sophisticated, technically advanced application software to perform complex system 
tests/diagnostics, fault isolation, and expedient repair of unique one-of-a-kind proprietary or 
classified military intelligence electronic systems mission software. 

• Provides formal and informal technical training to U.S. military and civilian management, 
technical personnel, and operators on the operation and capabilities of complex, classified 
electronic systems supported under this contract. 

• Perform design studies where the design objectives are defined by a detailed physical 
specification based on Architectural Engineering Instruction (AEI), Design Criteria and 
DCID 1/21 Physical Security Standards for SCIFs. 

• Produce detailed electrical and electronic schematics utilizing IRCADDS. 
• Develop and accumulate raw data measurements from physical inspections of electronic 

equipment and facilities and transforming the data into design layouts for as-built 
documentation using Systems Operation and Maintenance documentation. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor’s degree from an accredited college or university with a major or concentration 

in computer science/electronic engineering. 
• Five (5) years specialized experience in analysis, design, installation, maintenance, fault 

isolation, and repair of classified computer based communications, intelligence, and security 
systems. 

• Expert knowledge of principles, methods and techniques of computer equipment and 
software installation, configuration, diagnostics, modification and repair. 
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Senior Computer Security Systems Specialist, (SCSSS), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS, Continued: 
 
• Extensive knowledge of video display terminals, computer workstations, video digitizing 

equipment, printers, disk drives, multi-media hardware, hardware and software interfaces, 
AC/DC power, grounding, multiplexers, cables, digital components, recorders, equipment 
cooling, test equipment, and digital/analog baseband/broadband signal distribution. 

• An expert understanding of critical mission system software, stations operating and 
application software, and commercial off-the-shelf office automation applications. 

• Ability to instruct one-on-one training to users. 
• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI). 
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Network Engineer (NE) 
 
DUTIES: 
 
• Supports complex LAN and Information Technology (IT) systems associated with military 

command and control systems, defense communications, and complex intelligence systems 
in support of U.S. military operations.  

• Responsible for detailed technical analysis of system faults, making recommendations for 
resolution and possible prevention of reoccurrence in the future.  

• Develops and designs system changes to increase operational capabilities, improve 
performance, and decrease downtime.   

• Analyzes proposed system designs for optimum site integration.   
• Designs one of a kind devices from operational processing requirements, oversees 

fabrication, and tests and demonstrates their operation.  
• Provides technical support for the design, installation and troubleshooting of new network 

systems and devices.  
• Provides engineering support for Windows NT and UNIX based digital network systems and 

associated network hardware.  
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• B.A. or B.S. Degree in Electronics Engineering, Computer Science or a related technical 

discipline from an accredited college or university with a minimum of three (3) years 
experience. 

• Experience performing requirements analysis, hardware design, and system development in 
time-sensitive, signals analysis, or scientific computing. 

• Ability to inspect and advise on work completed by U.S. military and Government personnel 
regarding integration of military intelligence systems to ensure compliance with U.S. 
standards. 

• Ability to liaison with local, deployed, and CONUS engineering departments and DoD work 
centers in an effort to maintain immediate response to critical requirements resulting from 
analysis of current specification data on assigned systems. 

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI). 
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System Administrator (SA) 
 
DUTIES: 
• Daily management of site computer systems such as user administration, backup, and user 

accounts management.  Enforce server and workstation configuration standards. 
• Administer UNIX and Microsoft NT servers supporting Internet, email, and video 

teleconferencing services. 
• Administer user account information, performance monitoring/tuning, data backups and 

restoration, system and network troubleshooting. 
• Insure computer servers and workstations operate at optimal performance and capacity: 

configure routers, gateway protocols, and multiple local area networks (LAN) and wide areas 
network (WAN) topologies such as bridges, token rings point to point, fiber optic, thinnet, 
and thicknet applications.   

• Monitor all networks using network management software (e.g., HP Open View). 
• Plan and install operating system and application software upgrades and enhancements.  Test, 

install, and maintain software tools and utilities. 
• Provide customer service to troubleshoot and resolve problems. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• BS/BA in Computer Science 
• Four or more years of demonstrated experience in the System Administration field. 
• Demonstrated knowledge of C and C++, PERL, Shell Scripting, UNIX System 

Administration (SUN/Solaris version 2.X, IBM AIX), Windows NT administration, 
LAN/WAN, Networking Protocols, and Domain Name Service. 

• Must be familiar with LAN-based video teleconferencing standards (H.320/H.323) and 
streaming video-on-demand. 

• Understanding of multimedia and internet-based messaging such as voice, e-mail, universal 
messaging over standard platforms. 

• Experience with network analyzers, probes, protocol diagnostics. 
• Knowledge of TCP/IP internals, routing, addressing, subnetting and design issues  
• Demonstrated ability to implement network security control services such as firewalls and 

advanced Authentication Systems. 
• Administration experience in database systems, UNIX, and MS NT server and Exchange 

Messaging system. 
• Knowledge of security operations such as security safeguards administration, access filter 

definition, and penetration testing. 
• Demonstrated experience with Network Interface Systems, Network File System, and Open 

System Interconnect. 
• Fluent in the English Language. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Senior Engineer, Installation (SEI) 
 
DUTIES: 
 
• Provides engineering expertise to the planning of installations for all site mission and support 

systems in the site facilities.  Reviews all facility plans, installation plans, and supporting 
descriptive documentation for Top Secret SCIF installations for optimization of the total 
facility configuration.  Ensures that installations are planned and performed in accordance 
with INSCOM installation procedures, safety requirements and environmental regulations. 

• Manages and participates in site surveys for system installations.  Assesses and documents 
current site configuration and user requirements.  Designs and optimizes network topologies.  
Analyzes existing and develops new hardware layouts, space requirements and prepares 
engineering change proposal feeder data for bills of material, hardware and other acquisition 
requirements. 

• Participates in the installation of equipment and systems; coordinates with other participants 
(including those from other Government Agencies/Contractors) to ensure that all installation 
requirements are met. 

• Manages and contributes engineering input to the preparation of engineering installation 
plans, ECP’s and technical design packages.  Develops installation schedules and manages 
preparation of drawings documenting configuration changes at each site.  Prepares post 
installation configured item databases, physical configuration audits, and changes to drawing 
packages. 

• Deploys on short notice when required in support of U.S. military operations.  This may 
require travel to potential conflict areas and living in austere conditions 

 
KNOWLEDGE & SKILL REQUIREMENTS: 
 
• A Bachelor's degree (BSEE/BSET) from an accredited college/university is required.   
• Ten (10) years diversified experience is required in the installation and maintenance of 

electronic equipment and systems embracing the following: 
• A working knowledge of commercial manufacturing techniques and materials, including 

fiber optics, audio, digital, and radio frequency technologies. 
• Experience in the installation and maintenance of electrical distribution and grounding 

systems supporting computer facilities. 
• A working knowledge of uninterruptible power supplies (UPS), line conditioning 

equipment/filters, and electrical/electronics test equipment required to monitor and condition 
power. 

• Ability to read and interpret electrical/electronic schematics, construction runs and electrical, 
mechanical, and architectural blueprints. 

• Experience in the maintenance and repair of tools and equipment used in the installation of 
electrical/electronics equipment. 

• Knowledge of HVAC and raised floor systems installation, cable ducting and tray 
installation.  Ability to provide training to both Contractor and military installers in these 
functional areas. 

• Ability to manage the installation process through application of program management 
principles. 
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Senior Engineer, Installation (SEI), Continued 
 
KNOWLEDGE & SKILL REQUIREMENTS, Continued: 
 
• Familiarity with the EPA Air Conditioning Law. 
• Familiarity with red/black installation requirements. 
• Knowledge of EMC principles and how they apply to the installation and operation of 

mission and support systems. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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7-2 Non-TESA Approved Position Descriptions 
 

The following positions are NOT TESA approved and are provided for 
information only.  The following Non-TESA position descriptions are on the 
current GENESIS contract and are provided for information purposes only.  
Since the need for some of these positions has not been required to date, some 
of the position descriptions have not been used.  It is the responsibility of the 
Offeror to decide whether or not to use these position descriptions in their 
proposal. 
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Program Manager (PM) 
 
DUTIES:  
 
• Manages the Contractor's support services program. 
• Optimizes operating results in terms of cost, methods, and personnel. 
• Oversees program schedules. 
• Assures the performance, completeness and accuracy of work assigned under the contract. 
• Coordinates with the COR on contract requirements and concerns. 
• Manages subcontracts. 
 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• A Master’s degree from an accredited college/university with a major or concentration in 

Business, Computer Science, Engineering, Physics, or Mathematics. 
• A minimum of ten (10) years of managerial experience on programs and projects that 

provided for global maintenance, integration, installation, engineering and logistics support 
of complex Signals Intelligence (SIGINT) Intelligence Electronic Warfare (IEW) systems. 

• Superior ability in fiscal and business management, including the management of Quick 
Reaction Capability (QRC) or Rapid Reaction Capability (RRC) efforts. 

• The ability to correctly interpret and direct the accomplishment of contract requirements.   
• Experience in the development, collection, analysis and reporting of personnel requirements, 

configuration management, quality assurance, integrated logistics, engineering, warehousing, 
materiel management, and maintenance activities. 

• Skilled briefer. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Quality Assurance Engineer (QAE) 
 
DUTIES: 
 
• Plans, directs, and manages quality assurance (QA) functions and provides a QA program 

that supports and enforces the requirements and tasks of this WS.   
• During the contract phase-in period develops and submits a QA Plan (which becomes the 

Contractor’s internal operating procedure) that illustrates compliance with the International 
Standards Organization (ISO) 9000 series and the requirements of this WS. 

• Performs semi-annual QA Audits on at least three Contractor facilities per each six (6) month 
reporting period.  Issues an audit report on the findings. 

• Complies with all federal, state, and local Occupational Safety Hazards Act (OSHA) 
requirements and comparable host nation standards. 

• Provides on-site support, monitoring, witnessing and conducting various tests and 
demonstrations, including Category I and II Testing, Operational Test & Evaluation (OT&E), 
Acceptance Testing (AT), and other tests and demonstrations.  Provides reports on the results 
of the testing. 

• Documents findings of unacceptable maintenance practices or procedures.  Makes written 
recommendations of corrective action(s) to preclude reoccurrence.  Recommends quality 
assurance standards and procedures to promote accuracy and efficiency. 

• Serves as the primary point-of-contact (POC) for all contract quality matters.  The QAE shall 
be on an equal rating level within the organizational hierarchy with the PM and shall have the 
authority, responsibility, and freedom to independently identify and evaluate problems or 
potential problems and initiate, recommend, and implement solutions.  

• Develops, implements and manages new and revised quality assurance (QA) support policies 
and procedures to ensure QA issues are considered during the acquisition, maintenance, 
repair, normal supply functions, and in the design, analysis or inspection of systems, 
subsystems, and other equipment.  

• Develops, writes, and edits material for reports, manuals, briefs, proposals, instruction books, 
and related technical publications concerned with work methods, work procedures, safety, 
and in the installation, operation, and maintenance of machinery and other equipment.  

• Prepares statistical and narrative reports of quality assurance activities and special projects. 
• Provides guidance, advice, and training as needed to the engineering, technical, logistics, and 

program management staff.   
• Responsible for establishing quality policies and procedures that assures adequate 

verification and documentation for the installation or removal of equipment, modification, 
maintenance, testing, inspection, packaging and shipping of a quality product. 

• During the phase-in period, the QAE shall develop a workmanship standards pamphlet.   
• Responsible for reviewing existing Test, Measurement, Diagnostic Equipment (TMDE) 

documentation and calibration schedules to ensure they are accurate, adequate, and in 
compliance with established calibration requirements.   

• Develops and administers a quality control and inspection program for the contract and is 
responsible for administering this program and performing inspections and witnessing tests 
as needed.   

• Plans, coordinates, supervises and evaluates the work of the Quality Assurance Specialist. 
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Quality Assurance Engineer (QAE), continued 
 
DUTIES, Continued: 
 
• Identifies and implements quality assurance tools and techniques and automates those that 

can be effectively automated. 
• Reviews journals, catalogs and other technical literature per tasking. 
• Analyzes test data obtained during system and formal witnessed testing to ascertain that the 

tests accurately test the system capabilities against the requirements baseline. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS:  
 
• A Bachelor’s degree from an accredited college or university with a major or concentration 

in business administration, computer science or an engineering or mathematics-intensive 
discipline. 

• Ten years experience in quality assurance. 
• Three years experience in the telecommunications industry. 
• Must be an expert in defining and refining QA procedures and developing new procedures.   
• Must be knowledgeable of QA policy and procedures under MIL-Q-9858, MIL-I-45208A 

and ISO-9000 series standards. 
• Three (3) years of intensive and progressive experience in performing system level quality 

assurance activities on broad-based ADP systems. 
• Knowledge of software, MTBF and fit rate. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the American National Standards 
Institute (ANSI) standards. 

 
CLEARANCE REQUIREMENTS: 
 
• U. S. Citizenship and a U.S. TOP SECRET clearance with Special Background Investigation 

(SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Contractor Special Security Officer (CSSO) 
 
DUTIES: 
 
• Responsible for maintaining security clearances, billeting requirements, and a listing of 

approved personnel for access. 
• Develops and updates inventories of SCI materials. 
• Implements global and site specific security procedures, checklists, process controls and 

practices for SCI including preparation of documents and destruction of records. 
• Interfaces with the Government Special Security Office(r) (SSO) for approved/certified 

processes and periodic security inspections. 
• Processes personnel security clearance submissions and supporting documentation through 

the SCI screening process.   
• Manages the physical security of operating facilities, equipment, and documentation.  
 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• Six years experience in the operation of an organization for the receipt, storage, use, and 

dispatch of SCI. 
• Two years demonstrated experience in establishing, maintaining, and operating a SCIF in an 

effective worldwide comprehensive Security Program. 
• The ability to instruct others in security procedures, requirements, protocols, and operations. 
• A working knowledge of the following Department of Defense and Industrial Security 

Requirements:  DOD 5220.22R Industrial Security Regulation; DOD 5220.22M Industrial 
Security Manual for Safeguarding Classified Information; DOD 5220.22-S COMSEC 
Supplement to Industrial Security Manual for Safeguarding Classified Information; DOD 
5200.1-R Information Security Program Regulation; DIAM 50-5, Vol 1 Sensitive 
Compartmented Information (SCI); and Contractor Administrative Security Volume 1.  
A working knowledge of at least one of the armed services regulations equivalent to AR 380-
40(C) Department of the Army Policy for Safeguarding and Controlling COMSEC 
Information (U), AR 380-5 Department of the Army Information Security Program 
Regulation, AR 380-19  
Information Systems Security, and AR 190-13 The Army Physical Security Program. 

• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI).  
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Certified Professional Logistician (CPL) 
 
DUTIES: 
 
• Responsible for a wide variety of Logistics Support functions to include planning, material handling, 

procurement and emergency purchases, and Quality Assurance services. 
 
• Supervises the requisition process for researching, ordering, and tracking material.  Oversight 

responsibility for the preparation of requisition documents, assignment of document numbers and 
records, and tracking of demands in the document register. 

• Manages the research and determination of sources of supply, stock numbers, costs, and 
reimbursable status of material.  

• Supervises the management of the document register.  Ensures status of requisitions are monitored 
and provided to customers.  Maintains a register of cancelled requisitions.  Conducts a monthly 
reconciliation of the document register and determines appropriate courses of action. 

• Supervises the management of the Prescribed Load List (PLL) and the stock control level for 
reordering.  Ensures the maintenance of purchase transaction records and preparation of supply 
reports of all contract transactions for the reporting period.  

• Supervises the accomplishment of mission material management and handling requirements.  
Responsible for managing packing, shipping, receiving, handling, transportation and storage 
functions.  Responsible for the receipt, storage, issue, segregation, care, preservation, inspection, 
packing and accounting of materiel.  Responsible for determining correct custom’s tariffs and duties 
and coordination with foreign customs authorities to expedite movement of material through the 
customs process. 

• Supervises the logistics handling, status, and accountability of Lowest Replaceable Units 
(LRU)s, end items, supplies and spare parts. Responsible for submitting reports detailing the 
quantity on hand, quantity required, last purchase/maintenance action and maintenance 
history for all mission equipment, and repaired item.  

• Responsible for the preparation of Bill of Material (BOM) lists for requisition/purchase 
authorization. 

• Supervises the Quality Control Functions relative to Spare Parts Review Initiatives (SPRINT). 
Responsible for detailed investigations of procurement and technical data packages intended to 
eliminate or reduce excessive Government and Contractor specifications.  Responsible for providing 
recommendations to the COR/ACOR for the optimum use of Standard Military equivalent parts or 
commercially available parts in procurement of spare, replacement or obsolete parts. Investigates 
and submits proposals to eliminate or reduce contractor’s proprietary Rights to data commensurate 
with SPRINT. 
• Supervises detailed logistics planning and analysis for lifecycle support.  Attends/participates in 

logistics conferences, audits, design reviews, site surveys, system/site assessments and provides 
recommendations and supporting documentation to the COR on appropriate actions required for 
lifecycle support.  Investigates mission requirements and provides fielding and scheduling 
recommendations for systems and equipment upgrades.  Responsible for determining the 
provisioning levels for spares and providing recommendations for product improvements and 
system upgrades. 
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Certified Professional Logistician (CPL), continued 
 
DUTIES, Continued: 
 
• Supervises the accomplishment of market surveys and submission of written 

recommendations to the Government regarding those manufacturers/companies whose 
products best fulfill the Government's requirements. 

• Supervises the management and maintenance of the Logistics Management Information 
System (LMIS).  Responsible for investigations and analysis of the existing TROJAN LMIS 
to determine adequacy to manage and provide asset visibility. Responsible for submitting 
recommendations to change or improve the program. 

• Supervises procuring or leasing operational emergency materials required for emergency 
repairs, installations and evaluations to sustain mission critical support equipment or restore 
mission equipment to full operational status. Responsible for submitting monthly status 
reports documenting all actions taken. 

• Provides assistance to the QAE in the development and maintenance of a Reliability, Availability 
and Maintainability (RAM) Program. Responsible for providing LIMS data for performance and 
cost analysis of TROJAN and other supported systems and subsystems.  Responsible for extracting 
LMIS data and providing input for detailed RAM data reports documenting hardware failure, Mean 
Time To Repair (MTTR), Mean Time Between Failures (MTBF), Shipping times to the OEM(s) and 
return, total time required to effect OEM repairs, and reliability/maintainability analysis. 

 
KNOWLEDGE AND SKILLS REQUIREMENT: 
 
• A Bachelor's degree from an accredited college or university with major concentration in 

Business Administration, Management, Engineering, or Mathematics. 
• Certification for Professional Logistician.   
• Ten (10) years diversified experience embracing at least five (5) of the following: 
• Logistics planning 
• Base Operations (BASOPS) support 
• Qualitative analysis and project management 
• Force management/development 
• Resource programming.  
• Development and analysis of logistics plans 
• Resource requirement development  
• Equipment fielding 
• Authorization document development 
• Program submissions.  
• Planning and programming support embracing the following: 
• Analyzing and evaluating (on a quantitative and qualitative basis) support required to sustain 

operations at alternative locations. 
• Developing life cycle cost analysis, estimates and alternatives. 
• Researching operational requirements to develop logistics plans and stationing criteria. 
• Conducting studies to determine logistics and BASOPS support requirements. 
• Integrating logistics planning initiatives into supportable programming documentation. 
• Developing stationing and realignment decision package. 
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Certified Professional Logistician (CPL), continued 
 
KNOWLEDGE AND SKILLS REQUIREMENT, Continued: 
 
• Developing resource requirements to relocate units. 
• Developing plans to field and sustain equipment. 
• Developing authorization documents to support new equipment fielding. 
• Fluent in the English language includes the ability to read, write, and comprehend relevant 

documentation. 
• Extensive in depth knowledge of customs, tariffs, and duties.  Certified in customs control 

and capable of interfacing with foreign customs authorities to expedite movement of parts 
through the customs process, with no delays. 

 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Engineer (SE) Electrical  
 
DUTIES: 
 
• Provides expertise to INSCOM worldwide sites on the electrical engineering aspects of the 

installation, modification, operation and maintenance of facilities, mission systems, and 
support systems. 

• Designs and provides guidance in the installation, operation and maintenance of power 
generation/distribution/grounding systems and supported sites. 

• Provides guidance for the mitigation of electromagnetic interference from and carried by 
electrical and power distribution systems. 

• Reviews design specifications for facilities, and mission and support systems to verify 
technical correctness and compliance with applicable standards and regulations.  

• Prepares designs, specifications and procedures for the installation, integration and 
maintenance of electrical equipment and systems. 

• Ensures the proper installation and operation of UPS for ADP and communications 
equipment at supported sites. 

• Performs quality assurance of electrical construction at supported sites, ensuring the quality 
of workmanship and compliance with technical, construction and safety standards. 

• Provides engineering input to the preparation of technical publications including INSCOM 
regulations and pamphlets. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• A BSEE from an accredited college/university. 
• A minimum of (10) years diversified engineering experience in the installation, integration 

and maintenance of electrical equipment and systems. 
• Experience with installation and maintenance of low voltage (480/220) 50/60 Hz single and 

multiple phase wiring. 
• Electrical Engineering experience with an architecture and/or engineering consulting firm. 
• Electrical contracting and construction management. 
• Supervision of plant operations, maintenance and repair of physical plant systems and 

equipment including campus type power generation and distribution systems. 
• Application engineering with experience in design, installation, operation and maintenance of 

power generation/distribution/grounding systems. 
• Public utility employment (engineering and construction). 
• Teaching electrical engineering. 
• Familiarity with foreign materials, technical standards and labor practices. 
• Experience with uninterruptible power supplies (UPS) for ADP and communications 

equipment. 
• Ability to perform critical engineering reviews of Military Construction (MILCON) project 

data submissions, physical security requirements, and re-mediation programs. 
• Skill in master planning for long range facility management and information management. 
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Senior Engineer (SE) Electrical, continued 
 
SKILL AND KNOWLEDGE REQUIREMENTS, Continued 
 
• Knowledge of EMC principles and how they apply to the installation and operation of 

mission and support systems. 
• An understanding of the duties and skills required for the Journeyman Electrician listed 

below.  Professional registration is desirable but not mandatory. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Engineer Environmental Planner (SEEP) 
 
DUTIES:   
 
• The Senior Engineer Environmental Planner performs planning for and oversight of 

renovation and new construction work for US Army Intelligence and Security Command 
(INSCOM) units that result from realignments, relocations, and changes of mission.  This 
includes: 

• Integrates Geographic Information Systems (GIS) data and Computer Aided Design and 
Drawing (CADD) data to perform site planning by means of Arc/Info, ArcCAD, and 
ArcView software and other mapping software.  Ensures that proposed renovation or new 
construction plans are in accordance master plans and land use criteria established by 
military installations and state and local governments. 

• Ensures that environmental funding requirements are identified 5 to 7 years out for major 
construction projects and 2 to 3 years out for minor projects or unforeseen environmental 
expenditures.  Compiles and submits the INSCOM Environmental Program Requirements A-
106 report semiannually and monitor the receipt and proper expenditure of these funds on 
INSCOM projects. 

• Ensures that all required air quality permits, water quality permits, storm water permits, and 
discharge permits pertaining to INSCOM facility renovations or new construction and all 
equipment contained within these facilities comply with Federal, state, local, and host nation 
Final Governing Standards (FGS) laws and regulations. 

• Ensures that provisions are made and funding obtained to initiate monitoring required to 
meet Federal, state, local, and host nation FGS and that INSCOM units, in coordination with 
host installation, notify pertinent regulatory agencies of all mutually concerning events. 

• Ensures that units maintain all required records and documentation required by the host 
installation for environmental permits required to operate their facilities and equipment at the 
site. 

• Conducts periodic staff assistance visits and inspections of INSCOM facilities, equipment, 
and operations to ensure environmental compliance.  Provides training and training programs 
required to implement the Command’s environmental plans. 

• Participates in the development of unit and major subordinate command (MSC) standard 
operating procedures (SOP) and environmental management plans, particularly for control of 
spills, hazardous material/waste management, and pollution prevention. 

• Ensures that personnel assigned to perform duties as unit environmental compliance officer 
(ECO) and other hazardous material handler positions receive training as prescribed by US 
Army and INSCOM policy and regulations. 

• Participates in the initiation of work orders, DD Forms 1391, performs Environmental Impact 
Assessments, and prepares and submits other environmental documentation required by the 
US Department of Defense, Department of the Army, and other regulatory agencies for 
INSCOM projects.  

• Ensures that units have implemented plans and SOPs to immediately notify their host 
installations and other regulatory agencies of spills or other occurrences that deviate from 
compliance guidelines and laws.  

• Maintains liaison with US Department of Defense, US Department of the Army, Federal, 
state, local, and host nation regulatory and compliance agency staffs to ensure that INSCOM  
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Senior Engineer Environmental Planner (SEEP), continued 
 
DUTIES, Continued:  
 

• unit operations and projects achieve compliance with all applicable environmental regulatory 
requirements. 

• Maintains liaison with US Department of the Army, INSCOM, MSC, and host installation 
health and safety personnel to ensure that INSCOM unit operations and projects also comply 
with prescribed occupational health and safety criteria. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 

KNOWLEDGE & SKILL REQUIREMENTS:   
 

• A Bachelor’s or higher degree in engineering from an accredited college or university.   
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
• Seven years of Environmental Engineering experience, or three years (minimum) of 

environmental engineering plus four years general engineering experience. Knowledge of 
current US Environmental Protection Agency (USEPA), US OSHA, US Department of 
Defense, and US Department of the Army environmental, health, and safety policy and 
regulatory requirements. 

• Knowledge of the following US Department of the Army environmental programs with 
which INSCOM units must comply as prescribed in US Army Regulation 200-1 and DA 
Pamphlet 200-1: Water Resources Management Program, Oil and Hazardous Waste 
Substance Spills, Hazardous Materials Management, Hazardous and Solid Waste 
Management, Air Program, Environmental Noise Management Program, Asbestos 
Management, Radon Reduction Program, Pollution Prevention, Environmental Restoration 
Programs, Environmental Quality Technology Program, Automated Environmental 
Management Systems, Army Environmental Program in Foreign Countries, Other 
Environmental Programs and Requirements applicable to INSCOM units. 

• Knowledge of concepts, theories, principles, and techniques of environmental engineering in 
order to participate in developing policies and procedures for command-wide execution of 
environmental programs for INSCOM installations, facilities, and systems. 

• Knowledge, skill and experience to participate in the development and implementation of 
environmental aspects of INSCOM programs and projects.  This will include review and 
evaluation of designs, drawing, specifications, statement of work, materials specifications, 
and construction schedules for environmental work performed by US and host nation firms. 

• Familiarity with host nation environmental, health, and safety laws and requirements with 
which INSCOM unit operations and projects must comply as prescribed in the applicable 
Final Governing Standards.  Ability to act as liaison with host nation environmental agencies 
and architectural and construction firms. 

 
 



Current Position Descriptions 
(For information purposes only) 

Page 50 of 102 Pages 

Senior Engineer Environmental Planner (SEEP), continued 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Facility Engineer (SFE) 
 
DUTIES: 
 
• Provides facility planning and installation master planning support relating to contract 

supported units at worldwide locations.  Works with other Government and Contractor 
engineers to perform the Facility Planning Program taskings. 

• Investigates and determines facility requirements relating to unit relocations, realignment, 
transfer and equipment deinstallation/installation.  Determines the most efficient utilization 
of available facilities for operation of mission systems/equipment.  Provides cost estimates 
and programming data in support of such moves.   

• Provides technical advice and guidance to Government engineers and military construction 
programmers in investigating infrastructure, facility space and utility system shortfalls and 
structural requirements, and in coordinating the work of other engineering disciplines to 
produce the required functional outcome.   

• Reviews Government furnished reports, studies, master plans and facility requests to identify 
deficiencies.  Provides comments in the planning and programming of construction, 
renovation, repair, and redesign efforts by the Government.   

• Reviews Government furnished engineering design proposals and design submissions for 
adequate engineering and architectural treatments and the suitability of architectural design 
solutions.   

• Develops an ADP program using Microsoft Access for Windows to track space usage and 
space requirements as a means to identify present deficiencies.  Based upon Government 
operational plans, estimates future facility requirements for construction planning.  Tracks 
leased space usage and identify cost effective solutions to the continued use of leased space.  
Review space request documentation, existing facility space use, or a proposed space layout, 
provide comments and analysis, and presents alternative solutions/recommendations.   

• Provides engineering support for inclusion in the preparation of Military Construction 
(MILCON) Project Data submissions.  Reviews MILCON technical documentation, 
deficiencies and provide comments. Provide technical analysis in support of various technical 
and program documents , and assesses the impacts such programs will have on the command 
and the  
operation of the equipment and facilities supporting operations worldwide.  

• Evaluates processes and procedures used in facility and space management.  Identifies 
deficiencies and provides comments, recommendations and proposed solutions to remedy 
deficiencies.  Develops database and collects data  for space management and building 
management problems. 

• Prepare and submit technical plans for the stationing and realignment (activate, close, 
drawdown, transfer, etc.) of INSCOM units/sites worldwide.  Prepare analyses that will 
become part of the Government stationing decision process.  Develop the following in 
support of INSCOM:   

• Stationing criteria 
• Manpower estimates and requirements 
• Space requirements 
• Documents required by U.S. Army stationing and realignment regulations 
• Cost estimates 



Current Position Descriptions 
(For information purposes only) 

Page 52 of 102 Pages 

Senior Facility Engineer (SFE), continued 
 
DUTIES, Continued: 
 
• Alternatives 
• Feasibility studies 
• Timelines 
• Equipment requirements 
• Base operations (BASOPS) requirements 
• Site surveys 
• Immediately available for temporary deployment to worldwide U.S. Army INSCOM 

locations to perform quick reaction technical support to intelligence operations in SCIF 
environments. 
 

KNOWLEDGE AND SKILLS REQUIREMENT: 
 
• A Bachelor’s Degree in Civil Engineering or Architecture from an accredited university.   
• Military management experience for over a 100-person military unit/activity.  Must know 

doctrine and have functional experience with combined operations of the various military 
branches and military occupational specialties.  Able to present military training in security 
and engineering practices.  

• Ten (10) years of diversified experience embracing at least five (5) of the following: 
• Military construction Planning and Programming, including familiarity with the Army 

Programming, Administration and Execution (PAX) System. 
• Work with clients/customers, translating user functional requirements into facility 

requirements/characteristics. 
• Familiarity with Army construction standards and Corps of Engineers specifications guides, 

with emphasis on SCIF construction requirements/standards. 
• Familiarity with the Military Construction design process. 
• Familiarity with the Master Planning process. 
• Familiarity with Army Regulations regarding construction, alteration, repair and maintenance 

of real property assets. 
• Familiarity with Army space management regulations governing personnel space allocation 

and usage. 
• Management of the Facility Engineering activities at large, complex facilities or groups of 

buildings. 
• Knowledge of relocating military activities from one installation to another, including 

conducting unit/site surveys, development of construction requirements at the gaining 
installation, construction execution, and closeout activities at the losing installation. 

••  Familiarity with the EPA Air Conditioning Law    
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
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Senior Facility Engineer (SFE), Continued 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Engineer Mechanical (SEM) HVAC Systems 
 
DUTIES: 
 
• Provides professional engineering support for heating, ventilating and air conditioning 

(HVAC) planning and support for Contractor supported locations and facilities and 
equipment within the designated strategic (fixed), tactical and mobile facilities or mission 
equipment shelters and in related, supporting systems inside or outside the secure areas.  The 
Contractor shall also provide testing and balancing services and support for air and water 
systems. 

• Reviews engineering design proposals, design drawings, specifications and other technical 
document submissions and recommend improvements. 

• Provides advice and guidance to Government engineers involving all aspects of HVAC 
facilities design, construction, operation and maintenance or repair. 

• Reviews reports and studies to identify deficiencies and participate in the planning of 
construction/redesign programs. 

• Utilize ADP Programs (making maximum use of data already available) to track load 
changes or other parameters of design, construction, operation and maintenance and repair. 

• Establishes energy and heat load budgets with the objective of identifying current 
deficiencies, anticipating future requirements and estimating factors to be included in 
construction planning. 

• Evaluates and recommends methods of load control (including remote and telemetering 
techniques) to reduce utility demand and costs. 

• Prepares design concepts, program development brochures, DD-1391 programming 
documents, cost estimates, economic analyses, plans and specifications, and all related 
construction project documentation for construction projects to be executed through contract 
or with Government in-house resources.  

• Inspects construction projects or existing facilities to identify deficiencies, recommend 
changes, ascertain compliance with plans and specifications, or for other designated 
purposes. 

• Provides guidance, direction, and assistance to technicians working in related disciplines.  
Maintain technical liaison and communication between on-site technicians and the ACOR. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 

KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor's Degree in mechanical engineering from an accredited college/university.  
• EPA Air Conditioning Certification and Warm Air License, level III (showing successful 

completion of the four (4) part EPA Test).  
• Ten (10) years diversified professional engineering experience embracing the following: 
• Application engineering for mechanical equipment. 
• Application engineering with experience in design, installation, operation and maintenance of 

automatic control systems. 
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Senior Engineer Mechanical (SEM) HVAC Systems, Continued 
 

KNOWLEDGE AND SKILLS REQUIREMENTS, Continued: 
 

• Familiarity with foreign materials, technical standards and labor practices for HVAC 
Projects. 

• Supervision of plant operations, maintenance, and repair of physical plant systems and 
equipment including large-scale HVAC plants and distribution systems. 

• Resident engineering experience on construction projects with large, complex and highly 
sophisticated HVAC Systems. 

• Professional registration. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Configuration Management Specialist (SCMS) 
 
DUTIES: 
 
• Prepares engineering change proposals (ECP’s) for the installation/de-installation, upgrade or 

modification of facilities and systems supported by this contract.  Ensures that all 
documentation is accomplished in accordance with the applicable guidelines. 

• Conducts physical and functional configuration audits to ensure that the facilities, mission 
systems and support systems and changes to them are properly documented.   

• Reviews and comments upon ECPs are prepared by other organizations performing 
installations in INSCOM facilities. 

• Coordinates with installation team leaders to ensure that the necessary technical 
documentation is supplied to the team to properly interface with existing structures and 
systems.  Ensures that the resulting changes are annotated on the existing drawings and that 
the changes are incorporated. 

• Develops configuration baselines/identification controls for status accounting of ECP’s and 
documentation. 

• Manages the processing, utilization and integration of engineering change proposals and 
associated technical documentation.  Tracks ECP status using databases in accordance with 
the INSCOM tailored requirements of MIL-STD-2549. 

• Supports U. S. Army systems on site whenever and wherever deployed. Available to deploy to other 
countries and/or theaters to support U.S. Forces during worldwide military contingency missions and 
requirements. 

 
KNOWLEDGE & SKILLS REQUIREMENTS 
 
• A high school diploma. 
• Ten (10) years work experience in the discipline of Configuration Management.  
• Five (5) years’ recent experience since 1989 as a Configuration Management Specialist or 

Supervisor is required.  
• Experience with computer aided design and drafting (CADD) systems as they are utilized to 

support CM technical documentation.   
• Knowledge of PC software applications for engineering, networking, engineering drawings 

and technical publications. 
• A working knowledge of project management procedures and database management 

development structuring. 
• The ability to Direct and provide guidance on Government and industry standards for format, 

storage and retrieval of digital data. 
• Familiarity with Government and Industry ADPE/software procurement processes. 
• The ability to define training requirements and to train personnel on CADD equipment. 
• Familiarity with all aspects of technical writing; the ability to develop manuals and 

procedures. 
• Knowledge of data communications and associated applications to worldwide networks. 
• Knowledge of equipment fielding procedures and logistical support requirements. 
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Senior Configuration Management Specialist (SCMS), Continued 
 
KNOWLEDGE & SKILLS REQUIREMENTS, Continued 
 
• Familiarity with electronics; a minimum of two years experience related to the discipline of 

configuration management, of the installation, de-installation and reconfiguration of complex 
electronic systems and equipment. 

• Command of fluent English, including the ability to read, write, and comprehend technical 
documentation, schematics, and diagrams written under the (ANSI standards. 

 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Telecommunications Systems Engineer (TSE) 
 
DUTIES: 
 
• Applies advanced Engineering knowledge and skill to solve unusually complex problems 

(i.e., those that typically cannot be solved solely by reference to manufacturers’ manuals or 
similar documents) in working on intelligence communications systems unique to U.S. 
military and DoD operations. 

• Researches requirements and translate data into design specifications to support deployable U. S. 
Army equipment within SCIF’s.  Designs, employs, maintains, and calibrates state-of-the-art data 
collection equipment to monitor the functioning of electronic intelligence communications systems 
and related equipment.  

• Responsible for the operational readiness of digital and analog telecommunications 
equipment supporting military command and control systems, defense communications, and 
complex intelligence systems used in support of U.S. military operations.   

• Manages and directs a variety of engineering activities including system design, 
modification, development, testing, and failure analysis, on complex telecommunications 
equipment supporting Department of Defense and U.S. Military Intelligence systems. 

• Plans and performs the fabrication, testing, inspection, and installation of engineering models 
or prototypes, major system modifications, built-in test equipment, and communications and 
Cryptologic devices.   

• Analyzes and prepares engineering data and specifications for inclusion in equipment 
installation, diagnostics, maintenance, repair, and operational publications and training 
material utilized by U.S. military forces.   

• Analyzes and advises on equipment performance; designs necessary modifications and 
special purpose ancillary devices for complicated system applications for the military 
customer.   

• Prepares reports including recommendations for design or operational improvement of 
equipment.  

• Provides planning, design, initial fielding, testing, training, emergency maintenance, and repair of 
complex, special purpose U.S. communications systems and equipment.  The equipment is utilized 
in support of critical Intelligence and Electronic Warfare (IEW) systems located within (U.S. only) 
INSCOM Sensitive Compartmented Information Facilities (SCIF’s). 

• Leads and/or serves as a member of project teams deployed worldwide to install, maintain and 
upgrade complex electronic mission systems, security systems and antennas.  Supports U. S. Army 
systems on site whenever and wherever deployed.  

• Oversees and performs complex system level diagnostics using U.S. Military and commercial 
computer diagnostic software and special system unique test equipment.  Assures systems and 
equipment operations and maintenance comply with physical, operational, security, safety, 
environmental and communications regulations and equipment specifications. 

• Provides technical oversight and assistance to the work of more junior engineers and 
technicians. 

• Coordinates with Government and other Contractor personnel for project accomplishment. 
• Immediately available for temporary deployment to worldwide U.S. Army INSCOM 

locations to perform quick reaction technical support to intelligence operations in SCIF 
environments. 
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Telecommunications System Engineer (TSE), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• BSEE/BSET from an accredited college/university.   
• Ten years demonstrated experience in the installation and maintenance support of NDI 

SIGINT systems in SCIFs to include red/black power, antenna, fiber-optic cable, and 
grounding systems for complex telecommunications systems/networks.   

• Ability to manage telecommunications engineering requirements through application of 
program management principles.  Exhibits an understanding of commercial satellite 
equipment. 

• Certified in secure telecommunications in accordance with NSA/CSS Circular 100-1 dated 
21 March 1996. 

• Advanced knowledge of commercial manufacturing techniques and materials, audio, digital, 
and radio frequency technologies. 

• Proficiency in the design, troubleshooting, fault isolation, repair, testing and technical 
analysis of network/system level telecommunication circuits; which include troubleshooting 
timing problems encountered in satellite up and down links on both synchronous and 
asynchronous circuits. 

• Demonstrated experience in the design, installation, troubleshooting and repair of fiber optic 
cables and connectors. 

• Cryptologic and IDNX certification, including an understanding of U.S. Department of 
Defense TEMPEST requirements and RED/BLACK criteria. 

• Knowledge of the procedures and requirements for handling Cryptographic equipment, to 
include how to request and handle key material for communications/secure voice systems.   

• Demonstrated knowledge of TEMPEST criteria, installation techniques and practices. 
• Experience with electromagnetic compatibility (EMC) and the functional application of 

electromagnetic interference (EMI/RFI) analysis and mitigation programs. 
• Ability to provide training to both contractor and military technicians in all of the areas 

required by this job description.   
• Ability to work independently when performing the tasks described in this job description 

and the accompanying WS.   
• Knowledge of US Army communications technical control procedures and regulations. 
• Ability to request and test communications circuits for both transportable and fixed site 

systems. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Technician, Electronics (TE) 
 
DUTIES: 
• Provides depot and field level engineering and maintenance services on complex special 

application intelligence and electronic warfare systems. 
• Provides training and technical advice to military technicians.   
• Provides specialized technical assistance within Top Secret Sensitive Compartmented 

Information Facilities (SCIFs) to accommodate design, prototype development, testing, 
fielding, integration, and critical maintenance and repair of unique special purpose 
Intelligence and Electronic Warfare (IEW) systems, communications equipment, and human 
intelligence support equipment. 

• Applies technical skills and knowledge, along with military technical electronics knowledge, 
to perform detailed and complicated diagnostics, troubleshooting to the component level, 
precision alignments, critical maintenance, and emergency repair of complex 
communications and electronics systems in accordance with Army and Department of 
Defense standards. 

• Performs critical quality and safety assurance reviews of all equipment installation practices 
to assure conformance with the U.S. National Electric Code. 

• Performs hardware installation.  Builds specialized interconnecting cables.  Prepares site 
installation and test reports.  Configures mission computers, communications devices, and 
peripheral equipment to operate within designated secured intelligence communications 
networks.  Installs network hardware.  Trains military personnel at the installation site in 
proper use of hardware. 

• Prepares and maintains classified and unclassified equipment operational and maintenance 
documentation in conformance with current U.S. DoD, Army, and INSCOM security 
regulations and policies using Standard Army Management Information Systems (STAMIS). 

• Performs complex test and diagnostic functions on the operating electronic components of 
receiving systems and antennas when directed by the Senior Antenna Technician.  Ensures 
that critical spares and components are available to prevent antenna system failures.  
Inspects, diagnoses and performs complicated maintenance and repairs on critical subsystems 
such as automated test systems.   

• Performs Electromagnetic Interference/Radio Frequency Interference (EMI/RFI) analysis 
and mitigation studies and recommendations.  

• Completes complex fault isolation and maintenance of all system electronic assemblies such 
as preamplifiers, cables, receivers, demodulators, converters, servo-mechanisms, computers, 
printers, recorders, analog and digital displays, input/output devices, LANs, and test 
equipment.   

• Maintains calibration databases for all test equipment and assures that periodic calibration is 
completed for all Test, Maintenance, and Diagnostic Equipment. 

• Maintains aircraft warning lights and fixtures, safety climb system and lightening protection 
systems. 

• Provides technical documentation and training on all system electronic assemblies.  
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform QRC/RRC technical support to U.S. forces. 
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TECHNICIAN, ELECTRONICS (TE), Continued 
 
KNOWLEDGE & SKILL REQUIREMENTS: 
 
• A high school diploma and specialized training equal to two years of technical school. 
• A minimum of 5 years experience as a technician performing system level maintenance and 

troubleshooting of complex electronic equipment to the component level with proficiency in 
fault isolation, technical analysis, repair, and testing of system level integration and hardware 
problems.  

• Minimum two (2) years of experience in the operation, maintenance and repair of digital 
communications systems. 

• Two years experience working with system operating and application software, and 
experience working with server configuration, administration and network support. 

• Knowledge and experience with maintenance shop operations, configuration management, 
installation practices and regulations, acquisition of spares and replacement components of 
proprietary systems, and quality assurance practices and requirements.  

• Ability to read, interpret, and work with complex sketches, drawings, schematics, and 
specifications.  Knowledge of U.S. military electronics, technical control procedures, 
regulations, and doctrine. 

• Understanding of computers, software and peripherals used in electronic communications 
systems.   

• Knowledge of the installation and maintenance of audio systems.  
• Knowledge of installation techniques, including red/black requirements.   
• Knowledge of electrical wiring and grounding and the installation of fiber optic cable.   
• Understanding of interconnectivity, protocol bus standards, cryptographic equipment 

operations and TEMPEST criteria. 
• Understanding of EMC principles. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Satellite Communications Specialist (SCS) 
 
DUTIES:  
 
• Provides design, initial fielding, testing, training, emergency maintenance, and repair of complex, 

special purpose DoD satellite communications systems and equipment.  The equipment is utilized in 
support of critical national level systems to include IEW systems located within DoD SCIF’s. 

• Performs complex system level troubleshooting using unique DoD computer diagnostic software and 
special system unique test equipment. Assures systems and equipment operations and maintenance 
comply with physical, operational, security, safety, and communications regulations. 

• Provides expertise on commercial and DoD satellite communications projects requiring detailed 
analysis of operational and technical problems, with emphasis on evaluating the impact of proposed 
design changes on the ability to maintain continuous operations. 

• Researches requirements and translate data into design/redesign specifications to support deployable 
DoD equipment within SCIF’s.  Employs, maintains, and calibrates state-of-the-art data collection 
equipment to monitor the functioning of electronics and communications and related equipment.   

• Supports systems on site whenever and wherever deployed. Available to deploy to other countries 
and/or theaters to support U.S. Forces during worldwide military contingency missions and 
requirements. 

 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• High School Diploma and specialized training equal to 2 years of complex technical schooling. 
• A minimum of 5 years experience specializing in terminal and system level alignment, modification, 

repair, calibration, maintenance, and troubleshooting of satellite communications equipment and 
systems using U.S. Military computer software. 

• An understanding of cryptographic equipment operations (to include handling/changing key 
material for communications/secure voice systems), TEMPEST criteria, and installation 
techniques. 

• Thorough knowledge of U.S. Military and commercial satellite technical control procedures 
and doctrine.  Expertise in system fault isolation, repair, alignment, and testing of 
network/system level and individual satellite and digital communications equipment 
problems.  Capability to perform satellite antenna siting and orientation.  Knowledge of 
frequency selection and adjustment, and system power balancing.  Experience in Satellite 
antenna siting and orientation. 

• Familiarity with KU, C, and X band equipment and satellite operations.  Knowledge of 
SATCOM functional units and processes such as in-door units, out-door units, low noise 
block (LNB), down converters, up converters, monitor and control processes, high power 
amplifiers (HPA), traveling wave tubes (TWT), external power supply units, and modems.  
Knowledge of computers, communications, software and peripherals used in satellite 
communications systems. 

Knowledge of maintenance shop operations, warranty control procedures, and quality assurance 
practices.  Knowledge of data collection, documentation and reporting of all maintenance activities to 
include failures, repairs, site history, and inventories.  Ability to troubleshoot, fault isolate and repair 
electronic equipment to the circuit card level.  Ability to read, interpret and work with  
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Satellite Communications Specialist (SCS), Continued. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS, Continued: 
 
• complex sketches, drawings, schematics, and specifications.  Ability to instruct others in system 

operations and troubleshooting procedures. 
• An understanding of the principles of EMC. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, to 

perform QRC/RRC technical support to U.S. forces. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Antenna Engineering Technician (AET) 
 
DUTIES: 
 
• Diagnoses and performs maintenance and repairs on critical antenna and RFD subsystems, 

i.e., line tuners, goniometers, and antenna test systems. Performs tests and maintenance on 
the components of the antenna superstructure.   

• Fault isolates and maintains electronic assemblies such as preamplifiers, cables, receivers, 
demodulators, converters, servo-systems, computers, printers, recorders, analog and digital 
displays, input/output devices, LANs, and test equipment.   

• Perform EMI/RFI and mitigation studies and makes recommendations for the correction of 
problems.  

• Maintains aircraft warning lights and fixtures, safety climb systems and lightening protection 
systems. 

• Provides technical documentation and training to soldiers on all system electronic 
assemblies.  

 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• High school diploma 
• Four years of technician experience in the maintenance and installation/de-installation of 

antenna systems including towers, radomes, support structures, antennas, controllers, 
pedestals, cables, connectors and RF distribution equipment.  

• Capability to perform all installation and de-installation technical support tasks of this WS 
pertaining to antenna systems to include (but not limited to) preventative maintenance checks 
and service (PMCS), and unit level maintenance of rigging. 

• Ability to climb to heights over 40 feet on poles and in excess of 200 feet on tower levels. 
• Knowledge of basic connection of, and identification of problems with, electrical power, 

grounding, cables, connectors,  
• Knowledge of quality assurance practices. 
• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  



Current Position Descriptions 
(For information purposes only) 

Page 65 of 102 Pages 

Field Maintenance Technician (FMT) 
 
DUTIES: 
 
• Provides design, initial fielding, testing, training, emergency maintenance, and repair of 

electronics and communications systems and equipment.  Supports critical IEW systems 
located within (U.S. only) areas of INSCOM SCIFs. 

• Performs system level troubleshooting using complex computer diagnostics and electronic 
test equipment.  Assures systems and equipment operations and maintenance comply with 
physical, operational, security, safety, and electronics and communications regulations and 
regulatory agencies. 

• Provides expertise on commercial and U.S. Army electronics and communications projects 
requiring detailed analysis of operational and technical issues, with emphasis on evaluating 
the impact of proposed design changes on the ability to maintain continuous operations.  
Researches requirements and translates data into design/redesign specifications to support 
deployable U. S. Army equipment within SCIFs. 

• Employs, services, and calibrates state-of-the-art data collection equipment to monitor the 
functioning of electronic communications and related equipment.   

• Supports U. S. Army systems whenever and wherever deployed.  Available to deploy to 
other countries and/or theaters to support worldwide military contingency missions and 
requirements. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and specialized training equal to two years of technical school. 
• A minimum of 5 years experience as a technician performing system level maintenance and 

troubleshooting of electronic equipment with proficiency in fault isolation, technical analysis, 
repair, and testing of system level integration and hardware problems.  

• Ability to read, interpret, and work with complex sketches, drawings, schematics, and 
specifications.  

• Knowledge of U.S. military electronics, technical control procedures, regulations, and 
doctrine. 

• Understanding of computers, software and peripherals used in electronic communications 
systems.  Knowledge of the installation and maintenance of audio systems.  

• Knowledge of installation techniques, including red/black requirements.  Knowledge of 
electrical wiring and grounding and the installation of fiber optic cable. Understanding of 
interconnectivity, protocol bus standards, cryptographic equipment operations and 
TEMPEST criteria. 

• Understanding of EMC principles. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
• Fluent in the English language. 
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Field Maintenance Technician (FMT), Continued. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Technical Control Operator (TCO) 
 
DUTIES: 
 
• Operates the control console and observes monitors for reports of circuitry problems. 
• Uses console controls and test equipment to troubleshoot and analyze circuits having 

transmission difficulties, including checking carrier equipment when stations lose a number 
of channels at one time. 

• Verifies that the facility equipment is not malfunctioning by checking signal quality into and 
out of relays, removing the automated control equipment from the circuit to insure no loss of 
signal quality is occurring in the equipment, and requesting other operating elements of the 
facility to conduct equipment checks. 

• Identifies the nature of system problems, determining location and informing commercial 
carriers of failures in the circuitry.  

• Advises personnel of other facilities and stations on specific actions to be undertaken when 
problems are encountered in correcting circuit deficiencies. 

• Determines and implements the rerouting of circuits due to extended circuit outages 
involving consideration of maintaining appropriate security levels, insuring that the 
equipment of other facility of stations is compatible with the mode of transmission, 
determining the effects of differences in time delays of the various paths for rerouting, etc.   

• Maintains records on events and actions taken during the shift, including such information as 
trunk and circuit failures, designators and numbers, time and locations of failures, time of 
notification of commercial carriers. 

• Selects appropriate data from logs to prepare and transmit periodic reports to higher 
echelons.   

• Briefs members of the incoming shift on operational situations, circuit problems, and 
corrective actions in progress or completed. 

• Test communication systems and procedures under simulated emergency situations such as 
civil disturbances and national or local disasters. 

• Monitor circuits for proper performance and take actions to resolve problems and report 
deficiencies and problems. 

• Provide conference communication services for high-ranking officials of various agencies 
between points within and outside of the U. S. 

• Review schedules and determine when circuits should be activated, notifying control facility 
or distant stations of circuit designators and transmission speeds, and checking signal quality 
to insure proper function. 

• Execute scheduled quality control tests of selected circuits by determining the quality of 
transmissions for incoming and outgoing signals using volume level and distortion. 

• Operate consoles for the control of all-incoming and outgoing facility circuits and trunks and 
to effect prompt correction of all operational problems.  

• Controls land lines and microwave land and satellite circuits to provide voice, secure voice 
and data communications services through the Washington Area Wide band System 
(WAWS) that serves the White House, DOD, DA, and other key Federal agencies.   

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 
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Technical Control Operator (TCO), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and twelve months training and six years demonstrated experience as 

a TCO are mandatory.   
• Knowledge of technical procedures and system administration actions required to ensure a 

successful technical control program.   
• Extensive knowledge of troubleshooting procedures and techniques for satellites, microwave 

links, fiber optic cable and VF lines.  
• Ability to liaison with local, deployed, and CONUS engineering departments and DoD work 

centers in an effort to maintain immediate response to critical requirements resulting from 
analysis of current specification data on assigned systems. 

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Database/LAN Manager (DLM) 
 
DUTIES: 
 
• Design, develop, test, and implement new information management techniques. 
• Manage site database servers.  Optimize system and database software performance, plan and 

install database server software and upgrades.  Manage logical and physical storage.  Assure 
database security and integrity.  Create, modify, and delete databases in response to customer 
requirements.  Maintain customer accounts. 

• Maintain, modify/upgrade, document application structure(s) and operational procedures, and 
train database users on new and existing databases. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• A BS/BA degree from an accredited college/university in Computer Science or related field. 
• Detailed knowledge of Database/LAN management.  Minimum of ten (10) years experience 

in the development, revision and management of database programs and projects that provide 
Management Information.   

• Five (5) years demonstrated experience in Relational Information Management System 
development and programming. 

• Familiar with database programming, editing, and compiling methodologies.  Experience 
with two or more major database systems (e.g., SYBASE, ORACLE, SQL/SERVER, 
FoxBASE, MS Access). 

• Demonstrated experience in software quality assurance.   
• Experience in development and revision of software flow charts, relational databases, 

management information systems and the application and maximization of ADP to collect 
and analyze data.   

• Knowledgeable in the documentation and coding requirements for software development and 
compliance to DOD automation standards.   

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).. 
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Quality Assurance Specialist (QAS) 
 
DUTIES: 
 
• Participates in establishing and maintaining a quality assurance program in accordance with 

the WS requirements. 
• Develops formal test plans. 
• Selectively monitors and evaluates the performance of each work location for compliance to 

contractual requirements. 
• Verifies technical and non-technical documentation for accuracy and completeness. 
• Inspects and ensures electronic, electro-mechanical and mechanical equipment meet 

specifications and workmanship standards after rework, repair or overhaul. 
• Defines acceptance parameters in accordance with contractual documents and references. 
• Inspects and audits installations.  Develops quality assurance instructions and procedures. 
• Monitors or performs Category I and II acceptance testing. 
• Prepares appropriate reports documenting all inspections of office administration, facilities, 

logistics and maintenance actions, tests performed, etc.  
• Participates in resolving hardware, software and network issues. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILL REQUIREMENTS: 
 
• An Associates Degree (A.A.) or equivalent from a two year college or technical school and 

five years related experience in quality assurance related positions or a minimum of ten (10) 
years demonstrated experience in quality assurance. 

• Knowledge of MIL-Q-9858, MIL-I-45208, ISO 9000, and NHB 5300.4. 
• Experience with electronic and electrical test equipment and computerized test programs and 

mechanical inspection tools. 
• Knowledge of environmental testing. 
• The ability to analyze and implement requirements of industry and military quality 

specifications and standards.   
• Extensive knowledge of audit procedures, configuration management, drawings, and test 

plans. 
• Extensive knowledge of engineering requirements for grounding, installation, red/black 

isolation criteria, soldering, equipment calibration, logistics, maintenance, and static 
protection methods. 

• Experienced in the troubleshooting of complex electronic equipment and system integration. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U. S. Citizenship and a U.S. TOP SECRET clearance with Special Background Investigation 

(SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Senior Logistics Management Specialist (SLMS) 
 
DUTIES: 
 
• Performs and manages a broad range of Logistics Support functions to include planning, material 

handling, procurement and emergency purchases, and quality control services. 
• Researches and determines sources of supply, stock numbers, costs, and reimbursable status of 

material.  Prepares requisition documents such as DA Form 2765, Request and Requisition and 
sends to applicable sources.  Assigns document numbers and records the status and demand for 
material in the document register. 

• Monitors the status of requisitions in the document register.   Provides status to customers and 
maintains a register of cancelled requisitions.  Conducts a monthly reconciliation of the document 
register and determines appropriate courses of action. 

• Manages the Prescribed Load List (PLL) and maintains the stock control level for reordering.  
Maintains purchase transaction records and prepares the supply reports of all contract transactions 
for the reporting period.  

• Accomplishes mission material management and handling requirements.  Manages and performs 
packing, shipping, receiving, handling, transportation and storage functions.  Responsible for the 
receipt, storage, issue, segregation, care, preservation, inspection, packing and accounting of 
materiel.  Responsible for knowledge of custom’s tariffs and duties and coordination with foreign 
customs authorities to expedite movement of material through the customs process. 

• Manages and provides logistics handling, status, and accountability of Lowest Replaceable Units 
(LRU)s, end items, supplies and spare parts.  Submits reports detailing the quantity on hand, quantity 
required, last purchase/maintenance action and maintenance history for all mission equipment, and 
repaired item.  Prepares Bill of Material (BOM) list for requisition/purchase authorization. 

• Conducts market surveys on an as-required basis and provides written recommendations to 
the Government regarding those manufacturers/companies whose products best fulfill the 
Government's requirements. 

• Manages and maintains the Logistics Management Information System (LMIS).  
Investigates/analyzes existing TROJAN LMIS to determine adequacy for managing and 
providing asset visibility.  Provides recommendations for changes or improvements. 

• Performs quality control functions relative to Spare Parts Review Initiatives (SPRINT).  Performs 
detailed reviews of procurement and technical data packages for possible elimination of excessive 
Government and Contractor specifications.  Provides recommendations to the COR/ACOR for the 
optimum use of Standard Military equivalent parts or commercially available parts in procurement 
of spare, replacement or obsolete parts.  Investigates and proposes possible elimination or reduction 
of contractor’s proprietary Rights to data commensurate with SPRINT. 

• Performs detailed logistics planning and analysis for lifecycle support.  Attends/participates in 
logistics conferences, audits, design reviews, site surveys, system/site assessments and provide 
recommendations and supporting documentation to the COR on appropriate actions required for 
lifecycle support.  Investigates mission requirements and provides fielding and scheduling 
recommendations for systems and equipment upgrades.  Determines provisioning levels for spares.  
Provides product improvements and system upgrades and recommends recommendations. 

• Procures or leases operational emergency materials required for emergency repairs, installations and 
evaluations to sustain mission critical support equipment or restore mission and to full operational 
status.  Provides monthly status reports documenting each action taken. 
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Senior Logistics Management Specialist (SLMS), Continued 
 
DUTIES, Continued: 
 
• Responsible for developing and maintaining a Reliability, Availability and Maintainability (RAM) 

Program.  Provides the LIMS data for performance and cost analysis of TROJAN and other 
supported systems and subsystems.  Provides detailed RAM data reports documenting hardware 
failure, Mean Time To Repair (MTTR), Mean Time Between Failures (MTBF), Shipping times to 
the OEM(s) and return, total time required to effect OEM repairs, and reliability/maintainability 
analysis. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor's degree in Management, Business/Business Administration, from an accredited 

college/university. 
• Ten (10) years diversified experience embracing at least five (5) of the following: 

• Logistics planning. 
• Base Operations (BASOPS) support. 
• Qualitative analysis and project management. 
• Force management/development. 
• Resource programming.  
• Development and analysis of logistics plans. 
• Resource requirement development.  
• Equipment fielding. 
• Authorization document development. 
• Program submissions.  

• Knowledge of planning and programming support embracing the following: 
• Analyzing and evaluating (on a quantitative and qualitative basis) support required to 

sustain operations at alternative locations. 
• Developing life cycle cost analysis, estimates and alternatives. 
• Researching operational requirements to develop logistics plans and stationing criteria. 
• Conducting studies to determine logistics and BASOPS support requirements. 
• Integrating logistics planning initiatives into supportable programming documentation. 
• Developing stationing/realignment decision packages. 
• Developing resource requirements to relocate units. 
• Developing plans to field and sustain equipment 
• Developing authorization documents to support new equipment fielding. 

• Fluent in the English language includes the ability to read, write, and comprehend relevant 
documentation. 

• Detailed knowledge and understanding in customs, tariffs, and duties.  Knowledgeable in 
customs control and capable of interfacing with foreign customs authorities to expedite 
movement of parts through the customs process, with minimal delays. 



Current Position Descriptions 
(For information purposes only) 

Page 73 of 102 Pages 

Senior Logistics Management Specialist (SLMS), Continued 
 
CLEARANCE REQUIREMENTS: 
 
• U. S. Citizenship and a U.S. TOP SECRET clearance with Special Background Investigation 
(SBI) and indoctrinated for Sensitive Compartmented Information (SCI).
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Logistics Management Specialist (LMS) 
 
DUTIES: 
 
• Participates in a wide variety of Logistics Support functions to include planning, material 

handling, procurement and emergency purchases, and quality control services. 
• Performs routine research and determines sources of supply, stock/part numbers, costs, and 

reimbursable status of material.  Prepares requisition documents and forwards to applicable 
sources.  Maintains the document register, assigns document numbers, and records the status 
and demand for material. 

• Monitors the status of requisitions in the document register.   Provides status to customers 
and maintains a register of cancelled requisitions.  Conducts a monthly reconciliation of the 
document register and determines appropriate courses of action. 

• Provides routine support for mission material management and handling requirements.  
Performs packing, shipping, receiving, handling, transportation and storage functions.  
Receives, stores, issues, segregates, cares, preserves, inspects, packs and accounts for 
materiel. Provides routine logistics handling, status, and accountability of LRUs, end items, 
supplies and spare parts support.  

• Prepares reports detailing the quantity on hand, quantity required, last purchase/maintenance 
action and maintenance history for all mission equipment, and repaired item. 

• Performs routine logistics planning and analysis for lifecycle support.  Attends/participates in 
logistics conferences, audits, design reviews, site surveys, system/site assessments for 
lifecycle support.  Performs basic investigations of  mission requirements and provides 
fielding and scheduling recommendations for systems and equipment upgrades. Participates 
in determining provisioning levels for spares.   

• Conducts routine market surveys on an as-required basis and provides written 
recommendations to the Government regarding those manufacturers/companies whose 
products best fulfill the Government's requirements. 

• Manages and maintains the LMIS.  Provides recommendations for changes or improvements. 
• Prepares routine procurement/lease packages for operational emergency materials required 

for emergency repairs, installations and evaluations to sustain mission critical support 
equipment or restore mission and to full operational status.  Provides data for monthly status 
reports documenting each action taken. 

• Provides the LIMS data for performance and cost analysis of TROJAN and other supported 
systems and subsystems.   

• Prepares supply and purchase transactions reports.  Provides logistics status and 
accountability of material - LRU’s, end items, supplies and spare parts.  Maintain stock 
control level and reorder parts.   

• Requisitions, receives, stores, issues, segregates, cares, preserves, inspect, and accurately 
inventories equipment and repair parts.  Processes repairable/turn-in items.  Provides 
packing, shipping, receiving, handling, transportation and storage functions.  

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 
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Logistics Management Specialist (LMS), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma.   
• Six (6) years  experience in logistics, supply, maintenance, and configuration. Experience in 

managing equipment/system failures and associated record keeping to include inventory of 
lowest replaceable units (LRU) and repair parts.  

• Experience in receiving, inspecting, packing and shipping government material.  Familiar 
with modes of transportation. 

• Knowledge of military logistics, supply, and general shop operations. 
• Ability to determine equipment serviceability, levels of repair, and provides accountability. 
• Ability to research, locate, and order material from vendors and contractors.   
• Experience in utilizing ADP systems and logistics oriented software applications to maintain 

an accounting of funds allocated and expended for material. 
• Knowledgeable of the Federal Supply System. 
• Knowledge of software applications to include word processing and ability to modify/tailor 

existing databases to generate, manipulate, and analyze logistics data. 
• Fluent in the English language includes the ability to read, write, and comprehend relevant 

documentation. 
• Familiar with special handling, exemptions, tariff, and duty requirements for United States 

(US) military equipment/material through US and foreign customs.  Capable of interfacing 
with foreign customs authorities to expedite movement of equipment/material through the 
customs process. 

 
CLEARANCE REQUIREMENTS: 
 
• U. S. Citizenship and a U.S. TOP SECRET clearance with Special Background Investigation 
(SBI) and indoctrinated for Sensitive Compartmented Information (SCI).



Current Position Descriptions 
(For information purposes only) 

Page 76 of 102 Pages 

Senior Technician, Logistics (STL) 
 
DUTIES: 
 
• Performs routine research and determines sources of supply, stock/part numbers, costs, and 

reimbursable status of material.  Prepares requisition documents and forwards to applicable 
sources.  Maintains the document register, assigns document numbers, and records the status 
and demand for material. 

• Monitors the status of requisitions in the document register.   Provides status to customers 
and maintains a register of cancelled requisitions.  Conducts a monthly reconciliation of the 
document register and determines appropriate courses of action. 

• Prepares supply and purchase transactions reports.  Provides logistics status and 
accountability of material - LRU’s, end items, supplies and spare parts.  Maintain stock 
control level and reorders parts.   

• Requisitions, receives, stores, issues, segregates, cares, preserves, inspect, and accurately 
inventories equipment and repair parts.  Processes repairable/turn-in items.  Provides 
packing, shipping, receiving, handling, transportation and storage functions.  

• Maintain accountability of equipment and stockage. 
• Conducts routine market surveys on an as-required basis and provides written 

recommendations to the Government regarding those manufacturers/companies whose 
products best fulfill the Government's requirements. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and six years work experience in specialized military logistics. 
• Knowledge and hands-on experience in the management of equipment/system assemblies, 

subassemblies, and component parts. 
• Knowledge of inventory procedures and requirements, detailed record keeping, and 

procedures for determining proper stockage levels for equipment/system assemblies, 
subassemblies, and component parts.   

• Hands-on experience in the receipt, inspection, packing and shipment of material.  Detailed 
knowledge of the modes of transportation for Government material. 

• The ability to research, locate, and order equipment/system assemblies, subassemblies, and 
component parts from vendors and Contractors.   

• The ability to determine level of repair actions. 
• Knowledge of military logistics, supply, PLL, and general shop operations.   
• Experience in the operation of office equipment to include word processors, secure 

telephone, and duplication.   
• The ability to utilize existing logistic database programs to analyze logistic and maintenance 

actions and prepare logistic briefings and reports.   
• Detailed knowledge of the Federal Supply System. 
• Knowledge of the requirements, special handling and exemptions of military equipment 

through US and foreign customs. 
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Senior Technician, Logistics (STL), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENTS, Continued: 
 
• Fluent in the English language including the ability to read, write, and comprehend relevant 

logistics documentation. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  



Current Position Descriptions 
(For information purposes only) 

Page 78 of 102 Pages 

Logistics Specialist (LS) 
 
DUTIES: 
 
• Prepares requisition documents and forwards to applicable sources.  Maintains the document 

register, assigns document numbers, and records the status and demand for material. 
• Monitors the status of requisitions in the document register. 
• Provides status to customers and maintains a register of cancelled requisitions. 
• Conducts a monthly reconciliation of the document register and determines appropriate 

courses of action. 
• Maintain stock control levels and reorders parts.   
• Requisitions, receives, stores, issues, segregates, cares, preserves, inspect, and accurately 

inventories equipment and repair parts.  Processes repairable/turn-in items. 
• Maintain accountability of equipment and stockage. 
• Participates in the conduct of routine market surveys.  
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and two (2) years work experience in a logistics or supply related 

discipline. 
• Familiar with basic military logistics, supply, PLL, and maintenance shop operations.   
• Experience in the operation of office equipment such as word processors, secure telephones, 

FAX machines, and copiers.   
• The ability to use existing logistics database programs to collect maintenance, supply, and 

logistics information for reports and briefings.   
• Basic knowledge of the Federal Supply System. 
• Knowledge of packing and shipping requirements. 
• Fluent in the English language including the ability to read, write, and comprehend relevant 

logistics documentation. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Configuration Management Specialist (CMS) 
 
DUTIES: 
 
• Participates in the preparation of engineering change proposals (ECP’s) for the 

installation/de-installation, upgrade or modification of facilities and systems supported by 
this contract.  Ensures that all documentation is accomplished in accordance with the 
applicable guidelines. 

• Participates in physical and functional configuration audits to ensure that the facilities, 
mission systems and support systems and changes to them are properly documented.   

• Reviews and comments upon ECP’s prepared by other organizations performing installations 
in INSCOM facilities. 

• Works with installation team leaders to ensure that the necessary technical documentation is 
supplied to the team to properly interface with existing structures and systems.  Ensures that 
the resulting changes are annotated on the existing drawings and that the changes are 
incorporated. 

• Maintains configuration baselines/identification controls for status accounting of ECP’s and 
documentation. 

• Processes, integrates and utilizes engineering change proposals and associated technical 
documentation.  Tracks ECP status using databases in accordance with the INSCOM tailored 
requirements of MIL-STD-2549. 

• Supports U. S. Army systems on site whenever and wherever deployed. Available to deploy to other 
countries and/or theaters to support U.S. Forces during worldwide military contingency missions and 
requirements. 

 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• A high school diploma 
• Four (4) years work experience in Configuration Management. 
• Two years of work experience in electronics, in the discipline of configuration management, 

to include installation, de-installation and reconfiguration of complex electronic systems and 
equipment.   

• Experience in the life cycle support concept of electronic systems and equipment hardware, 
from conception through development to operation and logistics support phases. Knowledge 
in configuration management to the extent of developing configuration 
baselines/identification controls, status accounting, and conducting physical configuration 
audits. 

• Familiarization with configuration management procedures and techniques to include 
utilization, processing and integration of ECP's and associated technical documentation. 

• Knowledge of application suites and AutoCAD.  Ability to operate databases and CADD 
systems for ECP status and accounting in accordance with the INSCOM tailored 
requirements of MIL-STD-2549 

• TSSI 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under ANSI standards. 
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Configuration Management Specialist (CMS), Continued 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Drafting Specialist (DS) 
 
DUTIES: 
 
• Using technical data from specifications and site surveys, prepares drawing documentation 

for engineering change proposals and engineering installation plans for the 
installation/upgrade of complex electronic communications equipment. 

• Defines and prepares illustrations for technical publications including INSCOM regulations 
and pamphlets.  Prepares documentation for briefings and technical reports. 

• Supports U. S. Army systems on site whenever and wherever deployed. Available to deploy to other 
countries and/or theaters to support U.S. Forces during worldwide military contingency missions and 
requirements. 

KNOWLEDGE & SKILLS REQUIREMENTS 
 
• A high school diploma  
• One year technical schooling or training beyond high school. 
• Formal CADD training and recent experience in the operation of AutoCAD, release 12. 
• Two years of drafting experience. 
• The capability to perform design studies where the design objectives are defined by a 

detailed physical specification.   
• The ability to develop and accumulate raw data measurements from physical inspections of 

electronic equipment and facilities and transform the data into design layouts.   
• The capability to produce, using a CADD system (including I/O devices), detailed electrical 

and electronic schematics.  The ability to produce mechanical drawings from layouts in 
accordance with the most current versions of MIL-T-31000; MIL-STD-100and to produce 
working drawings and schematics of parts and assemblies from sketches, layouts and design 
plans.   

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Design Engineering Specialist (DES) 
 
DUTIES: 
 
• Applies advanced technical knowledge, clearly exceeding the knowledge conveyed within 

the normal scope of vocational training, to solve unusually complex problems (i.e., those that 
typically cannot be solved solely by reference to manufacturers’ manuals or similar 
documents) in working on intelligence systems unique to U.S. military and DoD operations.   

• Consults in the use of high-powered workstations as utilized by Military Intelligence and 
DoD CONUS operations.   

• Transfers and analyzes intelligence between U.S. and local station systems.  
• Advises on architectural development and configuration of site systems.  These systems are 

unique to U.S. Department of Defense (DoD) and military sites.   
• Perform duties under the terms of this contract that involve handling classified information as 

well as access to classified areas and equipment.   
 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• Associate degree or trade school training in electronics, engineering technology or 

information systems management, or equivalent, with a minimum of eight (8) years’ 
experience in systems analytical support of engineering activities. 

• Experience with DoD and military systems support assigned to this contract with respect to 
physical configuration auditing (PCA) and configuration control management. 

• Expertise in the analysis of information required to integrate and to support complex systems 
unique to U.S. Military Intelligence and DoD operations.   

• Knowledge of U.S. Cryptologic systems interfaces and integration, and DoD standards and 
configuration control board procedures as established by DoD and U.S. Military Intelligence 
organizations.  

• Expertise in technical schematic and engineering, development, research and analysis of 
information required to integrate and to support complex U.S. military and DoD systems. 

• A technical understanding of the equipment and systems at the unit/site and of the 
connectivity between systems. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

• Command of fluent English, including the ability to read, write, and comprehend technical 
documentation, schematics, and diagrams written under the ANSI standards. 

 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
 
 



Current Position Descriptions 
(For information purposes only) 

Page 83 of 102 Pages 

Database Monitor Coordinator (DMC) 
 
DUTIES:   
 
• Provides administrative and technical support to the INSCOM unit/site Configuration 

Management Offices (CMO).   
• Prepares and processes technical reports, status reports, purchase requisitions, inputs to ADP 

databases, filing, and general correspondence. 
• Performs system diagnostics, analyzes corrupted files, and recommends an appropriate 

course of corrective action. 
• Provides whatever interim repairs are necessary to allow an interim mode of operation of the 

LAN to minimize loss of supply data and limit LAN downtime following LAN failure.  
• Determines final repair requirements include determining if failure was due to programming 

error, operating system failure, hardware failure, or operator error.  Monitors and reviews all 
events and documents all aspects of unusual system operation.   

• Develops, manages and maintains system performance information in database format.  
Maintains on-line performance and day-to-day operational schedules.  

 
KNOWLEDGE AND SKILLS REQUIREMENT: 
 
• A high School diploma and two years of technical schooling in computer science. 
• Two years database management experience. 
• Typing accurately a minimum of 40 words per minute.  
• A working knowledge of IBM computers, Microsoft Windows, Access for Windows, Excel 

for Windows, Word for Windows, and DOS.   
• Knowledge of software applications, software analyses, documentation and coding changes 

that comply with DOD and commercial software standards.   
• Experience in ADP quality assurance techniques to ensure that copies of superseded 

databases are preserved and protected (library controlled) until replacement databases are 
fully operational and declared valid.   

• Experience in military database management or computer science is preferable.   
• Experience with the operation of office equipment to include computers, secure telephone, 

(for long distance and Digital Subscriber Network (DSN) calls), duplication equipment, and 
datafax equipment.   

• Experience in the development of programs that produce technical reports, status reports, 
configuration identification tables, wire lists and drawing reports using databases.   

• Experience in military administrative procedures to include those at overseas field locations. 
• Ability to build, modify and analyze document register files that will assign and track 

Management Control Numbers for NDI equipment, provide document numbers to ship 
equipment to specific units, and maintain accountability of items while in the Stock Record 
Account. 

• A working knowledge of computers, servers, routers, hubs, and Microsoft Windows 
application software; e.g. Access, Excel, Word, Power Point, and Microsoft Disk Operating 
System (DOS) applications. Knowledge of software application, software analysis, and 
documentation and coding. 
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Database Monitor Coordinator (DMC), Continued 
 
KNOWLEDGE AND SKILLS REQUIREMENT, Continued: 
 
• Experience in the development of relational database programs that provide automated input 

to technical reports, status reports, cost reports, and tracking and inventory reports.  
• Ability to modify or tailor existing database programs to provide systems analysis support, 

input to spread sheets, slide presentations, and a variety of administrative and technical 
reports. 

• Command of fluent English. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Technical Documentation Coordinator (TDC) 
 
• DUTIES: 
 
• Provides Administrative and technical support in development, preparation and processing of 

technical reports, status reports, purchase requests, requisition inputs to SDP database, filing, 
and general correspondence.  

• Performs file organization and system save procedure recovery functions.  Reconstructs 
corrupted files from dumps, reruns, utility programs, or by modifying control parameters for 
computer firmware/software programs. 

 
• KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma 
• One year general administrative experience using a computer and the application software 

required by this WS. 
• Ability to type a minimum of 40 words per minute. 
• A working knowledge of computers, MS Windows, Access for Windows, Excel for 

Windows, Word for Windows, and DOS.  
• Experience with the operation of office equipment to include ADPE word processors, 

telephone (long distance CONUS/OCONUS, and DSN, duplicating equipment, and datafax 
equipment.   

• A working knowledge of computers, Microsoft (MS) Windows application software; e.g. MS 
Access for Windows, Excel for Windows, Word for Windows, and DOS applications.   

• Experience in Military administrative procedures and correspondence to include those at 
overseas field unit/sites. 

• Command of fluent English 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Journeyman Electrician (JE) 
 
DUTIES: 
 
• Installs and maintains low-voltage (480/277, 600 volts) and below (50/60 HZ) single and 

multi-phase power wiring.  Installs feeder and branch circuits including conduit, service wire, 
fuse and breaker panels, switches, outlets, junction and outlet boxes, lighting fixtures, splices, 
connectors, and ground wiring for red and black installations.  Ensures that the material 
utilized and workmanship meet the requirements of the applicable technical and safety 
standards. 

• Performs power quality measurements on the commercial and technical power of the facility 
and plans actions for correction of any deficiencies.   

• Participates on teams installing complex communications equipment; provides guidance to 
team members on proper electrical connection and grounding requirements.  

• Contributes electrical design input to engineering installation plans and engineering change 
proposals. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and one year of electrical trade school training. 
• Licensed as a Journeyman Electrician with four years of experience with installation and 

maintenance of low-voltage (480/277, 600) volts and below (50/60 HZ) single and multi-
phase power wiring. 

• Ability to install feeder and branch circuits including conduit, service wire, fuse and breaker 
panels, switches, outlets, junction and outlet boxes, lighting fixtures, splices, connectors, and 
ground wiring for red and black installations.   

• Capability of measuring electrical properties such as resistance, inductance, capacitance, 
electrical potential and current flow.   

• Familiarity with provisions and applications of the National Electric Code and ability to 
select and install domestic and foreign materials and devices under the NEC. 

• Knowledge of EMC principles and how they apply to the installation and operation of 
mission and support systems. 

• Command of fluent English, including the ability to read, write, and comprehend technical 
documentation, schematics, and diagrams written under the ANSI standards. 

 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Senior Technician, Mechanical (STM) HVAC Systems 
 
DUTIES: 
 
• Provide complete and comprehensive journeyman level technician support in full range of 

disciplines that are required to support HVAC facility operation, maintenance, 
troubleshooting, fault isolation, analysis and repair.   

• Provides technical support for HVAC systems and equipment within the designated strategic 
(fixed), tactical and mobile facilities or mission equipment shelters and in related, supporting 
systems inside or outside the secure areas.  

• Provides testing and balancing services and support for air and water systems. 
• Immediately available for temporary deployment to world-wide U.S. Army INSCOM 

locations to perform quick reaction technical support to intelligence operations in SCIF 
environments. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and minimum of six years of technical experience are required.  The 

technician must have the EPA Air Conditioning Certification and Warm Air License, level 
III (showing successful completion of the four (4) part EPA Test).  Practical experience shall 
be in maintenance and repair of heating, ventilation and air conditioning systems. 

• A detailed understanding of air and water balancing; the OMR of air distribution, 
refrigeration and other HVAC Systems, their component parts, electric, electronic and 
pneumatic controls, chillers, boilers, condensers, compressors, pumps, etc. 

• The knowledge and ability to operate, maintain and repair the above systems and equipment 
including lubrication of motors and bearings and service/calibration of all controls including 
thermostats, regulators, switches, starters, and sensors. 

• Knowledge and experience with smoke removal systems, fire sensor/alarm circuits and 
switching as well as preaction and wet pipe type sprinkler systems, halon fire suppression 
and sheet metal mechanics. 

• Knowledge of maintenance shop operations, quality assurance practices and practical 
experience with HVAC equipment. 

• Command of fluent English, including the ability to read, write, and comprehend technical 
documentation, schematics, and diagrams written under the ANSI standards. 

 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Technician, Mechanical Fire Detection (TMFD) HVAC 
 
DUTIES: 
 
• Provide complete and comprehensive journeyman level technician support in full range of 

disciplines that are required to support fire detection systems to include their maintenance, 
troubleshooting, fault isolation, analysis and repair.   

• Provides technical support for fire detection systems and equipment within the designated 
strategic (fixed), tactical and mobile facilities or mission equipment shelters and in related, 
supporting systems inside or outside the secure areas.  

• Immediately available for temporary deployment to world-wide U.S. Army INSCOM 
locations to perform quick reaction technical support to intelligence operations in SCIF 
environments. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and one year of technical trade school or similar training in fire 

detection systems is required.   
• Knowledge and experience with smoke removal systems, fire sensor and alarm circuits and 

switching as well as pre-action, wet pipe type sprinkler systems.   
• A detailed understanding of the operation, maintenance and repair of fire detection systems.  
• Knowledge in maintenance shop operations and quality assurance practices. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Technician, Mechanical Plumbing (TMP) HVAC 
 
DUTIES: 
 
• Provide complete and comprehensive journeyman level technician support in full range of 

disciplines that are required to support mechanical plumbing of HVAC systems to include 
their installation, maintenance, troubleshooting, fault isolation, analysis, and repair. 

• Provides technical support for mechanical HVAC systems and equipment within the 
designated strategic (fixed), tactical and mobile facilities or mission equipment shelters and 
in related, supporting systems inside or outside the secure areas.  

• Immediately available for temporary deployment to world-wide U.S. Army INSCOM 
locations to perform quick reaction technical support to intelligence operations in SCIF 
environments. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A high school diploma and one year of technical trade school training in plumbing, heating, 

ventilation and air conditioning systems are required.   
• The technician must have the EPA Air Conditioning Certification and Warm Air License, 

level II (showing successful completion of the three (3) part EPA Test).   
• General knowledge of general shop operations.   
• A detailed understanding of the operation, maintenance and repair of plumbing and HVAC 

systems.   
• Knowledge and ability to operate general plumbing, construction, and electrical tools and 

equipment, and to maintain and repair plumbing and HVAC systems.   
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI). 
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Instructor, Maintenance Training (IMT) 
 
DUTIES: 
 
• Instruct technical principals and techniques of digital and analog electronic circuit theory and 

electronic system maintenance. 
• Prepare lesson plans and write instructional objectives. 
• Instruct students in tasks required to test-operate, align, repair, service and fault-

isolate/troubleshoot the particular system to the lowest-repairable units. Instructions includes 
Test, Measurements and Diagnostic Equipment (TMDE), Special Test Equipment (STE) and 
the knowledge of BITE results. 

• Instruct students in the proper checkout procedures of repaired equipment; including the 
removal and replacements of the LRUs and complete system checkout. 

• Coordinate and relate to other previous presentations and inform students of the complete 
objective purpose of the lesson. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• An Associates Degree (A.A.) or Technical Degree from a two year college or technical 

school and four years related experience as a training instructor. Bachelor’s degree preferred. 
• Thorough understanding of digital and analog electronic circuit theory. 
• Knowledge of technical mathematics. 
• Knowledge to instruct technical principals and techniques of electronic system maintenance. 
• Thorough knowledge in instructional technology to include the use of audiovisual and 

graphic aids.  
• Ability to instruct students in tasks required to test-operate, align, repair, service and fault-

isolate/troubleshoot the particular system to the lowest-repairable units. Instructions includes 
TMDE, STE and the knowledge of BITE results. 

• Ability to effectively communicate and professionally interface with new trainees and 
provide clear, concise, classroom and in-the-field hands-on training. 

• Command of fluent English, including the ability to instruct students in signal analysis, 
schematic diagram analysis, block diagrams and wiring diagrams. 

 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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Instructor, Operator Training (IOT) 
 
DUTIES: 
 
• Prepares lesson plans, instructional objectives, and tests. 
• Provides student counseling.  
• Instruct students in tasks required to perform preventative maintenance, system operation, 

and interpretation of Built-In Test Equipment (BITE) message results to the operator level. 
• Interpret and explain to students the complete warm-up and checkout procedures used in 

preparation for systems operation. 
• Coordinate and relate to other previous presentations and inform students of the complete 

objective purpose of the lesson. 
• Instruct students in proper site selection, equipment set-up, initialization procedures, system 

operation under adverse conditions, and preparation for movement and redeployment. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• An Associates Degree (A.A.) or Technical Degree from a two year college of technical 

school and four years related experience as an instructor. Bachelor’s degree preferred. 
• Knowledge of instructional principals and techniques, lesson plan preparation, instructional 

objectives, test construction, student counseling, instructional technology, and use of 
audiovisual and graphic aids as instructional tools.  

• Ability to interpret and explain to students the complete warm-up and checkout procedures 
used in preparation for systems operation. 

• Command of fluent English, including the ability to instruct students. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated in Sensitive Compartmented Information (SCI). 
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Technical Writer (TW) 
 
DUTIES: 
 
• Writes, reviews, or updates manuals, regulations, pamphlets, technical instructions, lesson 

plans, maintenance plans and procedures, operation plans and procedures, technical and non-
technical bulletins, policies, procedures and briefings. 

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor’s degree from an accredited college or university with a major or concentration 

in Business, Engineering, Physics or Mathematics is desired. 
• Must be capable of: 

• organizing technical data into comprehensive outlines and illustration lists 
• writing general technical and functional descriptions 
• developing detailed operating and servicing instructions and procedures for all levels 

of maintenance, test, and checkout. 
• Able to evaluate outputs for technical, grammatical and specification accuracy. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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Supply Technician (ST) 
 
DUTIES: 
 
• Stock, store, issue, requisition repair parts, circuit card assemblies, subassemblies, assemblies 

and other small parts. 
• Conduct cyclic and wall-to-wall physical inventories. 
• Maintain accountable records. 
• Update automated and manual records. 
• Research historical stock records. 
• Process incoming and outgoing stock and stock records including defective 

equipment/delivery reports. 
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• High school graduate plus two years unit or general supply experience. 
• Knowledge of unit supply regulations and procedures. 
• Knowledge of PLL/ASL management. 
• Knowledgeable of property book maintenance and hand receipt procedures. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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Senior Program/Budget Analyst (SP/BA) 
 
DUTIES: 
 
• Research program requirements. 
• Develop budget estimates for complex projects. 
• Prepare detailed narrative to justify budget estimate. 
• Manage budget execution. 
• Brief program/project budget estimates/projections, shortfalls, over-runs, funding types, etc. 
 
KNOWLEDGE AND SKILLS REQUIREMENTS: 
 
• A Bachelor’s degree from an accredited college or university with a major or concentration 

in business, accounting, economics or mathematics is desired. 
• Detailed knowledge of Government budget and four years experience in fiscal management. 
• Experience must include integrated program analysis (e.g. horizontal integration), expertise 

in program specific requirements, budget preparation for complex projects and narrative 
justification, preparation and presentation and work with various types of Government 
funding with emphasis on Army. 

• Command of fluent English, including the ability to read and write. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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MATERIAL HANDLER (MH) 
 
DUTIES:   
 
• Receives various incoming commodities, stocks shelves, checks shipping documents on 

incoming/outgoing shipments, performs data entry, conducts inventories, and accounts for 
and rotates materiel.   

• Uses automation to print Materiel Release Orders (MRO) or barcode labels for accountability 
and verifies data.   

• Keeps warehouse area clean and shelf items displayed in a neat manner.   
• Stock, store, handle, and account for classified information, software, firmware, and 

hardware.  
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform quick reaction technical support to U.S. forces. 
 
KNOWLEDGE AND SKILLS REQUIREMENT: 
 
• High School diploma and military, government, or technical school training in Warehouse 

Storage Management.   
• Minimum of two years demonstrated work experience directly related to warehouse 

operations. 
• Knowledge of Army and DoD logistics and supply system regulations/procedures.  
• Knowledge of OSHA requirements regarding warehouse and storage operations.  
• Comprehensive knowledge and understanding of fire safety requirements in management, 

layout, and security of warehouse operations. 
• Comprehensive knowledge of materiel receipt, handling, storage, issue, shipping and 

accountability procedures. 
• Knowledge of federal, DoD, and industry safety standards regarding Hazardous Materials 

(HAZMAT) receipt, handling, storage, issue, accountability, shipping, and transportation. 
• Demonstrated proficiency in receiving, segregation, storage, care, preservation, issue and 

accounting of materiel. 
• Experience in the use of barcode scanner technology for inventory and material handling data 

collection, tabulation and analysis including reporting of warehouse actions and inventory 
status. 

• Ability to use hand tools such as hammers, pry-bars, cutters and pliers, as well as hand-
trucks, hand-lifts, and pallet jacks. 

• Ability to safely operate portable scaffolds, ladders, electric or fuel powered five ton lift 
capacity forklifts.  Conditions for operating 5 ton capacity forklifts range from indoor 
operation on wood, compressed gravel or dirt, or concrete surfaces to operation in extreme 
outdoor conditions on surfaces ranging from compressed dirt, asphalt, concrete to rutted 
gravel surfaces. 

• Command of fluent English. 
• Must be able to safely operate highway rated vehicles of up to five-ton capacity.  Valid state 

motor vehicle driver’s license is required.  Commercial motor vehicle driver’s license 
desired. 
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MATERIAL HANDLER (MH), Continued 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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PACKER/PRESERVATION SPECIALIST (P/PS) 
 
DUTIES: 
 
• Under specific instructions, packs or repacks a variety of loose and packaged equipment, tools, parts, 

and other items, in prefabricated cartons, boxes, mailing tubes, cushioned envelopes, crates, and 
other packing materials and devices, tapes, staples, bands, nails, seals, and labels containers. 

• Pre-plans and schedules routine priority shipments of repair parts and boxed end items through the 
depot shipping activity of warehousing, packaging, packing, and into the transportation system in the 
most consolidated shipment unit loads possible to meet customer requirements.   

• Schedules material and documentation through the shipping processing cycle in accordance with 
MILSTAMP procedures including stock selection, processing, packing and loading of material into 
carrier conveyances.   

• Plans the movement of line items through the cycle considering such factors as priority promised 
delivery date, required delivery date and transportation and handling cost. 

• Screens Army Shipping Documents for hazardous data, sensitive category, security classification 
and other data to determine compatibility of material.  Separates documents by hazard class, security 
classification, freight rates, etc., as appropriate.   

• Determines shipment units by considering such factors as variance of freight ratings, compatibility 
of items, physical configurations of items, items requiring special handling or movement as a single 
unit and project material.   

• Coordinates with warehousing personnel to determine availability of stock, physical location, 
weight, and cube, subsequently planning shipments considering weight, cube, hazard class, 
dimensions, etc. 

 
KNOWLEDGE AND SKILLS REQUIREMENT: 
 
• High school Diploma and four years work experience in specialized logistics, supply, and 

transportation is desired. 
• Knowledge of standard packaging and preservation methods and requirements used to protect items 

properly from damage.   
• Ability to check shipping and packing documents for such information as quantity and types of items 

to be packed.   
• Skilled in the use of hammers, strapping tools, banding machines, and other tools or equipment used 

in packaging operations. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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Transportation Manager/Coordinator (TM/C) 

 
DUTIES: 
 
• Screens and verifies shipping data on every material release order (MRO) to determine class 

and mode of shipment.  Schedules shipments through the depot shipping activity in 
accordance with MILSTAMP, considering such factors as priority, promised delivery date 
(PDD), required delivery date (RDD), palletizing consolidation and cost.   

• Distributes and coordinates shipment-planning worksheets on high priority shipments 
directly to operating areas.   

• Ensures no “at-risk” conditions are present or tolerated in the work area.   
• Separates shipments by hazard class, security classification, freight rates, etc., as appropriate.  

Monitors movement of material through the shipment cycles to insure ship date and desired 
delivery date is compatible with planned consolidation and/or previous planning.   

• Immediately deployable to worldwide locations, in potentially hazardous work environments, 
to perform quick reaction technical support to U.S. forces. 

 
KNOWLEDGE AND SKILLS REQUIREMENT:   
 
• High school Diploma and four years work experience in specialized logistics, supply, and 

transportation. 
• Military, Government, technical school training, or proven experience in Material Storage, 

Handling and Transportation is required.   
• Supplemental training in transportation and handling of HAZMAT is desired.   
• Minimum of four (4) years demonstrated work experience in warehouse shipping and 

receiving, and transportation coordination. 
• In-depth knowledge of DoD, Army, and respective theater transportation, supply, and 

customs/tariffs regulations, policies and procedures is required.   
• Knowledge of management information required to determine shipment status and/or end-

item locating.   
• Knowledge of OSHA requirements regarding warehouse, packing, handling and shipping, 

and HAZMAT restrictions. 
• Knowledge of the requirements, exemptions, and special handling of classified and 

unclassified packaging for shipments through US and foreign customs. 
• Experience in identifying and coordinating through key nodes in the transportation hub, to 

establish status of shipments – world-wide, at any time of day. 
• Proficient in the use of DOD, Army, and commercial computer programs/software in 

accounting for and tracking shipments.  
• Command of fluent English. 
• Second language skills in German, Spanish, French or Korean are desirable. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and an U.S. TOP SECRET (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Special Compartmented Information (SCI). 
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Antenna Installation/Maintenance Specialist (AI/MS) 
 
DUTIES: 
 
• Installs, tests, inspects, diagnoses and performs maintenance and repairs on critical antenna 

and radio frequency distribution (RFD) subsystems, i.e., line tuners, goniometers, and 
antenna test systems. Performs tests and maintenance on the components of the antenna 
superstructure.  Completes fault isolation and maintenance of all system electronic 
assemblies such as preamplifiers, cables, receivers, demodulators, converters, servo-systems, 
computers, printers, recorders, analog and digital displays, input/output devices, LANs, and 
test equipment.   

• Performs signals analyses to ensure optimum performance of Rhombic HF antennas, Log 
Periodic antennas and satellite earth terminals. 

• Installs, maintains, performs diagnostic analyses of coaxial and control cable systems used 
with military command and control systems, defense communications, and complex 
intelligence systems in support of U.S. military operations. 

• Performs site surveys, periodical maintenance, repairs, and refurbishment including system 
modifications, failure analysis, and equipment tests on complex DoD and U.S. military 
communications antenna systems. 

• Prepares technical reports, purchase requests, budget inputs, safety documentation, and 
general correspondence as required. 

• Applies OSHA safety standards as applicable to the Antenna Maintenance career field.   
• Immediately deployable to worldwide locations, in potentially hazardous work environments, 

to perform QRC/RRC technical support to U.S. forces.  Deploys to classified sites as 
necessary in support of antenna systems unique to U.S. military operations. 

• Required to perform work on classified systems and equipment in secure, U.S. only, 
facilities. 

• Performs EMI/RFI and mitigation studies and makes recommendations for the correction of 
problems.  

• Maintains calibration databases for all test equipment and assures that periodic calibration is 
completed for all test, maintenance, and diagnostic equipment. 

• Maintains aircraft warning lights and fixtures, safety climb systems and lightening protection 
systems. 

• Provides technical documentation and training to soldiers on all antenna system electronic 
assemblies.  

• Must operate heavy equipment to include Loaders, Backhoes, Special Purpose Line Vehicles 
and 15K Forklifts. 

 
KNOWLEDGE & SKILLS REQUIREMENTS: 
 
• An Associates Degree in Wire Communications or Electronic Technology w/construction 

background or equivalent military or technical school training with a minimum of four years 
experience on similar DoD communications antenna systems. 

• Experience in providing maintenance, installation/de-installation, integration, engineering 
and technical support services for antenna systems including towers, radomes, support 
structures, controllers, pedestals, cables, connectors and RFD’s. 
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Antenna Installation/Maintenance Specialist (AI/MS), Continued 
 
KNOWLEDGE & SKILLS REQUIREMENTS, Continued 
 
• Minimum of four years experience in the operation, maintenance and repair of 

communications and intelligence antenna systems electronic components and cabling 
systems. 

• Must be familiar with U.S. military standard installation practices for antenna and cable 
systems. 

• Must be familiar with installation methods and U.S. safety standards used in tower erection 
and cable installation. 

• Must be knowledgeable of surveying procedures and tasks to include site layouts. 
• Experience in antenna system maintenance, embedded software and enhancements analysis 

and testing. 
• Familiar with all federal, state and local OSHA requirements and comparable host nation 

standards. 
• Must be climbing certified and complete CPR course annually. 
• The ability to work aloft without fear of heights. 
• The ability to free climb to heights over 40 feet on poles and radomes and more than 200 feet 

on tower levels. 
• Must be climbing certified and complete CPR course annually. 
• The ability to perform all installation and de-installation technical support tasks of this WS 

pertaining to antenna systems to include but not limited to preventative maintenance, service, 
and unit level maintenance rigging. 

• The knowledge and capability to connect and identify problems with fiber optics, electrical 
power, grounding, cables and connectors.  

• Must be knowledgeable of and capable of using automated electronic and mechanical test 
equipment to include spectrum analyzers, time domain reflectometers, engineering transits, 
and dynomometers.   

• Experience with EMC and the functional application of EMI/RFI analysis and mitigation 
programs. 

• Fluent in the English language. 
 
CLEARANCE REQUIREMENTS 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  
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Engineer, Environmental Protection (EEP) 
 
DUTIES: 
 
• Performs design, modification, maintenance and repair of critical environmental and energy 

support systems and associated highly sensitive state-of-the-art computerized controls and air 
quality monitoring systems located within U.S.-Only areas of Intelligence and Security 
Command (INSCOM) Sensitive Compartmented Information Facilities (SCIFs).   

• Provides technical support in maintaining the unique security requirements inherent in U.S. 
TOP SECRET SCIF operations including sound baffling techniques/equipment and the 
mitigation of compromising electrical currents, as well as the requirement for high system 
availability rates. 

• Applies DoD quality assurance procedures in organizing and posting data collected relative 
to SCIF air quality, NBC/CBR detection, inside/outside environmental conditions, and to 
determine environmental systems and other support systems use and status.  Uses a unique 
special purpose computerized accounting system operating on the station’s Collateral LAN 
(Secret). 

• Acts as the Commander’s representative on all facility engineering projects requiring 
technical analysis of environmental support system issues, with special emphasis on 
evaluating the impact of proposed design changes on unique state-of-the-art IEW equipment 
employing new scientific technologies.  Produces classified written technical reports 
outlining technical findings and recommendations. 

• Provides design, emergency non-routine maintenance and repair of smoke removal systems, 
fire detection/suppression equipment and sheet metal ductwork used exclusively in critical, 
highly classified U.S. Military Forces SCIFs.  Performs complex system and subsystem 
diagnostics and preventive maintenance services, calibration, and lubrication of HVAC 
components and controls that are used to provide and monitor precise environmental 
conditions within SCIFs housing unique military intelligence equipment, scientific devices, 
and technologies. 

• Utilizes, services and calibrates state-of-the-art computerized data collection equipment to 
monitor and evaluate environmental areas surrounding operational IEW systems.  Interfaces 
with SCIF operations personnel to evaluate the impact of environmental changes on IEW 
equipment performance.  Produces classified reports outlining findings utilizing current 
versions of Access, Excel, Word, and other computerized database and spreadsheet 
programs. 

• Performs periodic, worldwide deployments in strategic and tactical SCIF and mobile facility 
environments.  Performs all related job duties in a 24-hour operational environment and with 
limited documentation resources.  Responds to off-duty (evening and weekend) calls to 
support critical system outages and to provide rapid diagnosis and repair of environmental 
factors affecting electronic IEW system performance. 

• Supports all other GENESIS contract tasks when directed.  This includes, but is not limited 
to, emergency maintenance and repair of critical IEW electronic environmental control 
systems and scientific devices. 

• Immediately available for temporary deployment to world-wide U.S. Army INSCOM 
locations to perform QRC/RRC technical support to intelligence operations in SCIF 
environments. 
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Engineer, Environmental Protection (EEP), Continued 
 
KNOWLEDGE AND SKILL REQUIREMENTS 
 
• A high school diploma and military, and/or trade school with a minimum of four years of 

advanced specialized technical experience in environmental engineering. 
• Experience in mitigation of environmental concerns related to the design, testing, evaluation, 

reengineering, fielding, integration, training, performance of complex system and subsystem 
diagnostics, and maintenance and repair of tactical and strategic heating, ventilation and air 
conditioning systems and their electrical and electronic support systems.  

• Experience in design, installation and sustainment of computer controlled environmental 
systems in mobile secure facilities. 

• A detailed understanding of U.S. TOP SECRET / Sensitive Compartmented Information 
(SCI) security requirements and their application to electronic equipment, written report 
classification and data communications protection.   

• Knowledge of maintenance shop operations and quality assurance practices. 
• Command of fluent English, including the ability to read, write, and comprehend technical 

documentation, schematics, and diagrams written under the ANSI standards. 
 
CLEARANCE REQUIREMENTS: 
 
• U.S. Citizenship and a Top Secret (TS) security clearance with Special Background 

Investigation (SBI) and indoctrinated for Sensitive Compartmented Information (SCI).  


